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Abstract—The growth of decentralized 
cryptocurrency networks such as bitcoin has 
created opportunities for illicit activities which 
include fraud, money laundering and market 
manipulation. A major challenge in securing 
cryptocurrency network is detecting anomalies in 
the network because cryptocurrency dataset are 
unlabelled. This research addresses this problem 
by developing and evaluating a framework for 
anomaly detection in the bitcoin network using 
unsupervised learning techniques. The 
methodology employed a dual graph 
representation, constructing both user graph and 
transaction graph from public bitcoin data 
acquired from BigQuery database. Graph based 
neural network architectures such as Graph 
Convolutional Network Graph Autoencoder (GCN-
GAE) and the Graph Attention Network 
Autoencoder (GAT-AE) and classical algorithms, 
such as One-Class Support Vector Machine (One-
Class SVM) and Isolation Forest were trained and 
implemented. The performance of the models was 
evaluated using a combination of quantitative 
metrics, which includes Silhouette Score for 
embedding quality and Mean Dual Evaluation 
(mDE) metric to assess cross graph consistency. 
The findings reveal that GCN-GAE perform highly 
with distinct embeddings having Silhouette score 
of 0.922 for user gtaph. Also, GCN-GAE has a 
strong Silhouette score of 0.691. The GAT-AE 
excelled at detecting anomalies across both user 
and transaction graphs (mDE = 0.251). 

Keywords—Cryptocurrency; bitcoin,bigquerry; 
unsupervised learning;deep learning ;  

I.  INTRODUCTION  

Network structures have appeared for a long time 
and along with them are those who behave abnormally 
within the system.These people or their illegal activities 
are refered to as anomalies. With respect to financial 
transaction networks, anomalies can include those 
who execute fraudulent transactions. In these net   
works, a common goal is to detect those anomalies to 
prevent future illegal actions in cryptocurrency 
network. 

Cryptocurrency refers to a digital payment system 
that operates similarly to the standard monetary 
currency system and allows users to send and receive 
virtual payments outside of traditional financial 
institutionsand offer low transaction costs and a peer-
to-peer system. [2] 

The decentralization of cryptocurrency has been a 
key factor in the enhancement of user privacy and 
provides various levels of anonymity [1] .  

Bitcoin was the first decentralized blockchain based 
cryptocurrency and continues to be the most widely 
used cryptocurrency in the market . 

This research seek to detect anomalies or suspicious 
activities in this anonymous network, where nodes( 
that is users, transactions) are unlabelled and there is 
no confirmation as to whether or not a given node is 
actually conducting illicit activities. 

The research will focus particularly on the problem 
of detecting anomalies in the bitcoin transaction 
network, which is related to the study of fraud 
detection in all types of financial transaction systems in 
which a large literature exists. 

II.      LITERATURE REVIEW 

A. Overview of the Research 

Cryptocurrency is a decentralized, digital financial 
system in which transactions occur on distributed 
ledgers known as blockchains. Among the thousands 
of existing cryptocurrencies, bitcoin is the most 
prominent and foundational, introduced by [2] as a 
peer-to-peer electronic cash system. 
Anomaly detection refers to the process of identifying 
patterns in data that do not conform to expected 
behaviour. These anomalies or outliers may signify 
irregularities such as fraudulent transactions, security 
breaches or system malfunctions or they may indicate 
noisy data requiring further pre-processing [3]. In the 
context of complex systems like financial networks or 
blockchain environments, anomaly detection plays a 
vital role in identifying. operational errors, enhancing 
root cause analysis and supporting real time decision 
making [4]. 
 

http://www.jmess.org/


Journal of Multidisciplinary Engineering Science Studies (JMESS) 

ISSN: 2458-925X 

Vol. 12 Issue 4, April - 2026 

www.jmess.org 

JMESSP13421019 6003 

Anomaly detection has become increasingly critical 
across diverse domains, including risk management, 
cybersecurity, financial fraud detection, healthcare 
diagnostics, and monitoring AI driven systems for 
potential safety risks [5]. Recent advances in artificial 
intelligence which is the capability of machines to 
imitate intelligence in human behaviour, attained by 
examining how the human brain thinks and how it 
learns, decides, and works in solving a specific 
problem [15] particularly in machine learning and deep 
learning, have led to more robust and adaptive 
anomaly detection frameworks. Deep anomaly 
detection (DAD) leverages neural architectures such 
as autoencoders, recurrent neural networks (RNNs), 
and graph neural networks (GNNs) to model complex, 
high dimensional data and uncover hidden patterns 
that traditional statistical methods might miss [6]. 
Deep learning techniques are generally divided into 
three categories: discriminative learning (supervised 
learning), generative learning (unsupervised learning), 
and hybrid learning, which combines elements of 
both. Each of these paradigms contributes differently 
to anomaly detection strategies. While discriminative 
models aim to directly classify inputs, generative 
models such as autoencoders focus on learning the 
underlying data distribution, making them particularly 
useful in unsupervised anomaly detection. Hybrid 
models, on the other hand, leverage both approaches 
to enhance performance. As highlighted by [7]. 
 In the cryptocurrency domain where high volatility, 
decentralized transactions, and pseudonymous 
behaviour complicate analysis,deep learning based 
anomaly detection offers distinct advantages. Several 
studies have proposed deep learning approaches to 
detect and mitigate anomalies by training models on 
historical cryptocurrency data [8]. In this research, the 
comparative analysis of unsupervised models such as 
K-Means, Isolation Forest, One-Class SVM and deep 
autoencoders necessitates a structured 
experimentation framework.These models vary in 
terms of their assumptions about data distribution, 
scalability and sensitivity to noise and outliers[3]. 
bitcoin transactions are publicly recorded on the 
blockchain and generate high dimensional, time 
dependent, and graph structured data, the users 
interface UI serves as a crucial intermediary between 
complex model outputs and actionable insights. The 
main objective of the interface is to facilitate 
interpretability, real time monitoring and user control in 
identifying and responding to suspicious activity within 
the bitcoin network [2][9]  
 

B. Related Work  

There are many research studies on anomaly 
detection and these studies use variety of techniques 
including machine learning and network analysis 
techniques. 

 Pocher  et al, (2023). described  anomaly detection in 
the context of anti-money-laundering (AML) / counter 
financing of terrorism (CFT) applied  graph based and 
ML forensic analysis to cryptocurrency transactions 

(including Bitcoin), exploiting network structure and 
transaction history to detect suspicious flows. This 
bridges ML methods and real-world compliance needs, 
showing how detection could support forensic 
investigations. The paper also compares different 
algorithms, offering insight into which methods may be 
more effective for practical AML-style monitoring. 

Hussein et al. (2011) applied clustering approaches for 
anomaly detection, based on the principle that normal 
behaviours should cluster together while irregular 
behaviours form distinct groups. In a related study, 
Smith et al. employed k-means clustering, self-
organizing maps, and the expectation-maximization 
algorithm to build their anomaly detection models. 

Asiri and Somasundaram (2025) applied a GCN-based 
model for detecting illicit transactions, demonstrating 
stronger accuracy and AUC performance where AUC 
refers to the Area Under the ROC Curve, a metric that 
evaluates how well the model distinguishes illicit from 
legitimate activities when compared with traditional 
baseline methods. Their work provides a graph-based 
evaluation framework for early detection, using specific 
labeled datasets and comparative models. However, 
they indicate that broader generalization across 
varying illicit behaviors, adaptive adversarie and real-
time operational constraints still requires additional 
research. The study also underscores the need for 
larger and more diverse datasets. 

Zheng et al. (2017) proposed using a Gephi-generated 
graph to model address data and employed the 
Louvain community detection algorithm to infer 
relationships among users, enabling anonymization 
while enhancing the traceability of Bitcoin flows for 
improved future analysis. They describe two common 
configurations of the Gephi graph: (a) users 
represented as nodes with transactions as edges, and 
(b) transactions represented as nodes with users as 
edges. 

Zambre et al. (2013) utilized k-means clustering to 
identify anomalies in the graph, including incidents 
such as all in vain theft, Stone Man loss, and large-
scale Bitcoin theft. The evaluation examined the 
relationship between the k-means cost function and 
the number of clusters, leading to the determination of 
an optimal clustering approach. 

Javarone et al, (2020) examined the detection of 
double-spending attacks by transforming the bitcoin 
network into a directed acyclic graph, where vertices 
corresponded to blocks that were created by the 
miners. The advantage provided by this transformation 
was that the blocks created by an attacker are not well 
connected in the graph, and they can be easily 
detected using specialized clustering approaches, 
such as spectral clustering, to categorize the graph’s 
vertices into malicious and not malicious. 

Hassan et al. (2024) introduces an under sampling 
algorithm (XGBCLUS) specifically tailored for 
blockchain transaction data. Moreover, the authors 
integrate explainable AI (XAI)  using SHAP (Shapley 
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Additive Explanations)  into tree ensemble classifiers. 
This allows not only detection of anomalous 
transactions but also human readable explanations 
(feature contributions) for why certain transactions are 
flagged. This dual emphasis on performance and 
interpretability is a step forward, especially for 
operational or regulatory contexts where transparency 
is critical. The study compares ensemble methods 
versus single classifiers, establishing practical baseline 
methods. 

Siddamsetti, et al. (2023) apply various anomaly 
detection and deep-learning algorithms including 
autoencoders, cluster-based outlier detection 
(CBLOF), isolation forest, and ensemble methods to 
raw Bitcoin transaction data. The value here lies in 
exploring unsupervised anomaly detection rather than 
supervised classification. This is important because 
many illicit transactions may not have labels; hence 
unsupervised detection offers a way to flag unknown 
suspicious patterns. The work demonstrates that even 
without prior labeling, automated methods can identify 
outliers that may correspond to fraud offering a 
baseline for anomaly detection independent of labeled 

Perez et al. (2025) This study combines anomaly 
detection with modern graph based deep learning.It 
applies Heterogeneous Graph Transformers (HGT) to 
Bitcoin transaction data, leveraging the relational and 
heterogeneous nature of blockchain data (addresses, 
transactions, possibly different transaction types). By 
doing so, it validates that unsupervised anomaly 
detection and supervised graph based methods both 
have merit for fraud detection in cryptocurrency 
networks. The paper expands the methodological 
toolkit for blockchain anomaly detection,especially 
highlighting that graph transformer architectures  which 
can capture complex relational patterns  useful beyond 
traditional GNNs. This contributes to the growing trend 
of deep, structure-aware detection models 

III. METHODOLOGY 

In this section we describe data collection and 
parsing, features extraction and we provide 
explanations for the unsupervised learning techniques 
we use. 
The cryptocurrency dataset used for this research was 
obtained from an open access bigquery database. 
The research employed both users and transaction 
graphs to investigate anomalies in the bitcoin. The 
user graph will detect suspicious users while the 
transaction graph will detect suspicious transactions. 
Using these two graph representations, we can not 
only find out both abnormal users and abnormal 
activities but also check if our methods are consistent 
in the sense that suspicious transactions should 
belong to suspicious users.The dataset consists of 
1048576 users and  transactions.  

A. Feature Extraction 

The research will extract a set of features. In each of 
the graph representations of the data, The following 
features will be extracted which includes 

For the user graph, the set of features are the 
followings: 

1. In-degree: Number of transactions received by 
a given user. 

2. Out-degree: Number of transactions sent by a 
given user. 

3. Unique in-degree: Number of unique users a 
given user has received transactions from. 

4.  Unique out-degree: Number of unique users a 
given user has sent transactions to. 

5. Average in-transaction: Average number of bit 
coins received per incoming transaction. 

6.  Average out-transaction: Average number of 
bit coins sent per outgoing transaction. 

7. Number of public keys owned by a given user. 

8.  Balance: Net number of bit coins retained by 
user. 

9. Clustering coefficient: measure of connectivity 
amongst neighbours of a given user 

For the transaction graph, the set of features are the 
followings: 

1. In-degree: Number of transactions (i.e. nodes) 
that take money from a given Transaction (a 
given node). 

2. Out-degree: Number of transactions that a 
given transaction takes money from. 

3. Unique in-degree: Number of unique 
transactions that take money from a given 
transaction. 

4. Unique out-degree: Number of unique 
transactions that a given transaction takes 
money from. 

5. Average in-transaction: Average number of bit 
coins on each incoming edge to a given 
transaction. 

6.  Average out-transaction: Average number of 
bit coins on each outgoing edge from a given 
transaction. 

7. Number of users a given transaction is 
associated with. 

8.  Balance: Net number of bit coins for a given 
transaction considering all in- and out-going 
edges from that transaction. 

9.  Clustering coefficient: measure of connectivity 
amongst neighbours of a given transaction 

B. Unsupervised Learning approaches for 
Anomaly Detection 

Four models were used in this research for robust 
evaluation which includes Graph convolutional 
Network, Graph Attention Network Autoencoder, one-
class Support Vector Machines and Isolation 
Forest.Since the data are all unlabelled, the same 
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dataset will be used to train and testing on each of the 
developed models. 
Unsupervised learning, particularly in graph based 
models such as Graph Neural Networks (GNNs), 
evaluating the performance becomes challenging. To 
address this challenge, a set of evaluation metrics will 
be used to assess the quality and the effectiveness of 
anomaly detection. 

IV. EXPERIMENTATION 

The dataset consists of both users and transaction 
dataset. The datasets were split into two parts: 70 
percent for training and 30 percent for testing. The 
research trained and test on four m/odels: graph 
autoencoders (GAE) using Graph Convolutional 
Networks (GCNs), attention based autoencoders 
(GAT-AE) using Graph Attention Networks (GATs) 
and classical anomaly detection models such as One-
Class SVM and Isolation Forests. For GCN GAE and 
GAT-AE models, node features and edge indices 
were used to encode node embedding through two 
layers architecture. These embedding were optimized 
to reconstruct the original graph structure using link 
prediction loss. Each GNN model was trained for 100 
epochs using the Adam optimizer, with a learning rate 
of 0.001 and a batch size determined by the system 
configuration. Losses were logged at regular intervals 
to monitor training progress. A grid search was 
conducted on the GNN models to analyze its 
sensitivity to key hyperparameters. The search 
focused on hidden dim, attention heads, and dropout. 
The final configuration of `hidden dim= 32, heads= 4, 
dropout= 0.6 was found to be effective and used for 
the main architecture search. The high performance 
across the grid suggests that the gnn architecture is 
robust and not overly sensitive to minor variations in 
these parameters. For the One-Class SVM, node 
features were scaled using Standard Scalar, and a 
random sample of up to 200,000 nodes was used to 
train and test the model with an RBF kernel and 
nu=0.1. Anomaly scores were computed by evaluating 
the model's decision function across the full dataset. 
In the case of the Isolation Forest, the research 
applied the model with a contamination rate of 0.1 to 
detect outliers based on node distributions. 
 
V.   Performance Evaluation Metrics 

A.  Silhouette Score   

Silhouette Score is an unsupervised learning metric 
that measures how well separated the identified 
clusters of nodes are in the embedding space. It 
measures the similarity of a data point belonging to a 
specific cluster in relation to the rest of the 
clusters[18]. In this context, this research derives 
binary labels (anomalous vs. normal) based on the 
anomaly score percentile. A high silhouette score 
indicates that the model produces distinct, well 
defined clusters for normal and anomalous nodes. 
This score ranges from -1 to 1, where values close to 
1 indicate well clustered points, values near 0 suggest 

overlapping clusters, and negative values signal 
potential misclassification [31] 
 

B. t-SNE: Visualizing High Dimensional 
Embedding Spaces 

While quantitative metrics like the Silhouette Score 
and mDE provide numerical insights, t-distributed 
Stochastic Neighbour Embedding (t-SNE) offers a 
powerful visual inspection tool for understanding the 
structure of learned embeddings in high dimensional 
spaces.t-SNE reduces high dimensional data (such as 
node embeddings) to two or three dimensions while 
preserving local neighbourhood relationships. It 
models pair wise similarities using a probabilistic 
framework and optimizes the low dimensional 
embedding to reflect those similarities as accurately 
as possible. The result is a visual map where similar 
points are close together, and dissimilar points are far 
apart. 
In the context of anomaly detection: 

 Normal nodes tend to form dense clusters. 

 Anomalous nodes appear as outliers or form 
distinct small clusters. 

 When overlaid with colour coded anomaly 
scores or cluster labels, t-SNE plots can 
provide intuitive confirmation of a model’s 
effectiveness. 

t-SNE serves as an essential interpretability and 
debugging tool, helping researchers assess whether 
the model’s embedding space is meaningfully 
structured. 
 

C. Mean Dual Evaluation (mDE): 

Unlike clustering-based metrics, the Mean Dual 
Evaluation (mDE) is tailored specifically for 
unsupervised anomaly detection in graphs, 
particularly when using models like autoencoders or 
graph convolutional networks designed to reconstruct 
the input data. 
The "dual" in mDE refers to the simultaneous 
evaluation of two critical components: 

 Structural reconstruction loss, such as the 
error in reconstructing the adjacency matrix. 

 Attribute reconstruction loss, which measures 
the fidelity of reconstructed node features (if 
available). 

The mDE metric is generally computed as the 
average or weighted combination of these two losses. 
Its formulation may vary by implementation, but a 
common form is: 
 

𝐶1 =
𝐴𝑁  ∩  𝑡𝑜𝑝𝐴𝑁𝑡𝑟𝑎𝑠𝑎𝑐𝑡𝑖𝑜𝑛𝑎𝑙𝑜𝑢𝑡𝑙𝑖𝑒𝑟𝑠

𝐴𝑁
               𝐸𝑞𝑛 1 

 

𝐶2 =
𝐵𝑀  ∩  𝑡𝑜𝑝𝐵𝑀𝑢𝑠𝑒𝑟𝑜𝑢𝑡𝑙𝑖𝑒𝑟𝑠

𝐵𝑀
                𝐸𝑞𝑛 2 
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𝑚𝐷𝐸 =
𝐶1 + 𝐶2

2
                                                   𝐸𝑞𝑛 3 

 
Note that mDE ∈[0, 1] and the bigger it is, the more   
accurate. 
𝐴𝑁 - the set of transactions corresponding to the top N 
node outliers and 
𝐵𝑀 - the set of users corresponding to the top M 
transaction outliers defined above. 
 
V.    Results and Discussion 
The figures below show result of applying t-SNE (t-
Distributed Stochastic Neighbor Embedding) to high-
dimensional bitcoin transactions and users dataset, 
and then coloring the points based on K-Means 
clustering with 2 clusters. t-SNE reduces high-
dimensional data into 2 dimensions that can be 
visualized. Each dot in the plot represents one Bitcoin 
transaction. t-SNE tries to place similar transactions 
and users closer together and also spreads out 
dissimilar ones. 
 

  
Figure1:t-SNE GAT-AE Embedding Transaction 
Graph 
 

 
 
Figure 2: t-SNE GAT-AE K Means Cluster Transaction 
Graph 
 
 

 
Figure3: t-SNE GCN-GAE Transaction Graph 
Embedding 
 

 
Figure 4: t-SNE GCN Transaction Graph Colored by 
the k-Means Clusters. 
 

 
Figure 5: t-SNE GCN-GAE Embeddings User Graph 
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Figure 6: t-SNE GCN-GAE Kmeans Cluster User 
Graph 

 
Figure 7: t-SNE GAT-AE Embedding User Graph 

 
Figure 8: t-SNE GAT-AE K-Means Cluster User 
Graph 
 
When evaluated on cross graph consistency, a clear 
performance hierarchy emerged from the mDE 
scores. The GAT AE was the top performer with a 
score of 0.251, followed closely by the GCN GAE at 
0.145. The classical models were less effective, with 

the One-Class SVM scoring 0.043 and the Isolation 
Forest yielding the lowest score of 0.024. 
 
Table 1: Results from train and test for transaction 
 

Model Silhouette Score (Transaction) 

GCN AE 0.691 

GAT AE 0.673 

One Class SVM 0.571 

Isolation Forest 0.432 

 
Table 2: Results obtained after training and testing for 

User 

Model Silhouette Score (User) 

GCN AE 0.922 

GAT AE 0.754 

One Class SVM 0.442 

 Isolation Forest             0.424 

 
Table 3: mDE Result (Cross Graph Consistency 

Metric) 

Model Result 

GAT AE 0.251 

GCN  AE 0.145 

One Class  Svm 0.043 

 Isolation Forest 0.024 

 

VI.   CONCLUSION 

This research conducted a comprehensive evaluation 
of unsupervised anomaly detection on the bitcoin 
network, comparing the performance of graph based 
deep learning models against classical machine 
learning algorithms on both user and transaction  
graphs. The primary finding of this research is the 
superiority of Graph Neural Networks in identifying 
contextual and structural anomalies. While classical 
models such as the One-Class SVM proved 
competent at detecting nodes that were statistical 
outliers based on their intrinsic features, the GNNs 
models consistently demonstrated a more 
sophisticated capability.This research successfully 
demonstrates that graph based deep learning models 
represent a significant advancement in the field of 
unsupervised anomaly detection on the 
cryptocurrency  network. 
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