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Abstract—The rapid proliferation of Android 
devices and Internet of Things (IoT) ecosystems 
has led to a surge in sophisticated malware 
targeting these platforms. Traditional static 
analysis techniques often fail against code 
obfuscation, packing, and runtime evasion, while 
conventional machine learning models struggle to 
capture the sequential and variable nature of 
dynamic behaviors. This paper proposes a novel 
dynamic behavioral modeling framework that 
leverages Profile Hidden Markov Models (PHMM) 
to effectively detect and classify Android and IoT 
malware. Behavioral sequences are extracted 
through runtime monitoring of system calls, API 
invocations, network activities, and cross-
platform mappings from the well-known Drebin 
dataset. Using multiple sequence alignment and 
family-specific profile construction, PHMM 
profiles are trained to model conserved malicious 
patterns while accommodating insertions, 
deletions, and variations inherent in polymorphic 
malware. Extensive experiments on the Drebin 
dataset demonstrate that the proposed approach 
achieves 96.4% accuracy and 95.5% F1-score in 
binary malware detection, outperforming standard 
Hidden Markov Models, static feature-based 
classifiers, and deep sequence models (LSTM and 
Transformer). The framework also shows strong 
robustness under obfuscation (only 3.3% 
performance drop) and effective generalization to 
mapped IoT malware behaviors with 90.5% 
detection accuracy. Furthermore, family 
classification reaches 88.7% Top-1 accuracy, 
providing interpretable profiles that can support 
threat intelligence . The results highlight the 
effectiveness of PHMM in unifying dynamic 
analysis across Android and IoT platforms. This 
work advances sequence-based malware 

modeling and offers a practical pathway toward 
more resilient detection systems in 
heterogeneous computing environments. 

Keywords—Android malware, IoT malware, 
dynamic behavioral modeling, Profile Hidden 
Markov Model (PHMM), Drebin dataset, sequence 
analysis, malware family classification, 
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1. INTRODUCTION 

The Android operating system dominates the 
mobile device market with billions of active devices 
worldwide, while the Internet of Things (IoT) continues 
to expand rapidly into smart homes, industrial 
systems, healthcare, and critical infrastructure [1]. 
This widespread adoption has made both platforms 
prime targets for cybercriminals. Malware authors 
increasingly employ advanced evasion techniques 
such as code obfuscation, packing, dynamic payload 
loading, and environment-aware execution to bypass 
traditional detection mechanisms [2-3]. As a result, the 
threat landscape has evolved from simple trojans and 
adware to sophisticated botnets, ransomware, and 
data exfiltration campaigns that can compromise user 
privacy, financial assets, and even physical safety in 
IoT scenarios. 

Static analysis, which examines code without 
execution, remains popular due to its speed and 
scalability. However, it is highly vulnerable to 
obfuscation, encryption, and runtime decryption of 
malicious payloads [11]. Dynamic analysis, by 
contrast, observes actual runtime behaviors—system 
calls, API usage, network communications, and 
resource interactions—offering greater resilience 
against many evasion tactics [12]. Nevertheless, raw 
dynamic traces are often noisy, variable in length, and 
exhibit significant intra-family polymorphism, making 
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effective modeling challenging for conventional 
machine learning approaches [13]. 

Hidden Markov Models (HMMs) have shown 
promise in sequence-based malware detection by 
treating behavioral traces as observable emissions 
from hidden states [14] [15]. However, standard 
HMMs assume a linear chain structure and struggle 
with variable-length alignments and conserved 
patterns across malware variants. Profile Hidden 
Markov Models (PHMM), originally developed in 
bioinformatics for modeling protein families [16], 
address these limitations through multiple sequence 
alignment and the introduction of match, insert, and 
delete states. This structure enables the creation of 
robust profiles that capture core malicious behaviors 
while tolerating natural variations and evasions. 

This paper introduces a dynamic behavioral 
modeling approach that applies PHMM to runtime 
sequences extracted from the Drebin dataset [3], one 
of the most widely used Android malware 
benchmarks. By executing Drebin samples in 
controlled sandboxes and mapping their behaviors to 
IoT equivalents, we construct family-specific PHMM 
profiles that enable accurate detection and 
classification across both Android and IoT platforms. 
The proposed framework not only achieves state-of-
the-art performance but also provides interpretable 
profiles that security analysts can inspect for threat 
intelligence. 

1.1 Research Contributions 

This work makes several key contributions to the 
field of malware analysis by introducing a 
comprehensive dynamic behavior extraction pipeline 
that generates observation sequences from both 
Drebin Android samples and their IoT-mapped 
counterparts. Central to the methodology is the novel 
application of Profile Hidden Markov Models (PHMMs) 
to construct robust, per-family behavioral profiles 
capable of effectively neutralizing polymorphism and 
obfuscation. These profiles are integrated into a 
unified cross-platform detection framework that 
demonstrates significant generalization capabilities 
from Android to IoT environments. Empirical validation 
confirms that the proposed approach yields superior 
detection rates and classification accuracy compared 
to standard HMMs, static classifiers, and deep 
learning sequence models, even under heavy 
obfuscation. Finally, the study provides a rigorous 
analysis of practical limitations and ablation results, 
offering actionable insights for the deployment of 
these models within real-world antivirus and IoT 
security infrastructures. 

The remainder of the paper is organized as 
follows: Section 2 reviews related work on malware 
analysis techniques and prior applications of 
HMMs/PHMMs in cybersecurity. Section 3 details the 
proposed methodology. Section 4 describes the 
Drebin dataset and preprocessing. Section 5 presents 
the experimental setup. Section 6 discusses results 

and comparative analysis. Section 7 concludes the 
paper and outlines future research. 

2. BACKGROUND AND RELATED WORK 

2.1 Overview of Malware Analysis Techniques 

Malware detection methodologies can broadly be 
categorized into static analysis, dynamic analysis, and 
hybrid approaches [11] [17]. Static analysis examines 
the application binary or source code without 
execution, using techniques such as disassembly, 
decompilation, control-flow graph analysis, and 
permission inspection. While computationally efficient, 
static methods are fundamentally susceptible to 
obfuscation strategies including code encryption, 
packing, and polymorphic code generation [9]. 

Dynamic analysis overcomes these limitations by 
monitoring application behavior during execution in 
controlled sandboxed environments [12] [18]. 
Observable features include system calls, library 
function invocations, network connections, file system 
modifications, and inter-process communications. 
Machine learning approaches applied to dynamic 
features have yielded significant improvements in 
detection accuracy. However, classical models often 
fail to capture the sequential and temporal 
dependencies inherent in behavioral traces [13]. 
Hybrid methods combine static and dynamic features 
to leverage the complementary strengths of both 
paradigms [19]. 

2.2 Hidden Markov Models and Profile HMMs in 
Cybersecurity 

Hidden Markov Models (HMMs) were among the 
earliest probabilistic sequence models applied to 
malware detection [14] [20]. By treating behavioral 
event sequences as observable emissions from 
hidden states representing execution phases, HMMs 
can model temporal dependencies in malware 
behavior. Seminal work by Warrender et al. applied 
HMMs to intrusion detection via system call 
sequences [21], establishing the foundational 
approach later extended to malware analysis. 

Profile Hidden Markov Models (PHMMs) extend 
standard HMMs by incorporating a profile structure 
derived from multiple sequence alignment (MSA) [16] 
[22]. Originally developed in bioinformatics for protein 
family modeling via tools such as HMMER [23], 
PHMMs introduce match states (M), insert states (I), 
and delete states (D) to explicitly represent conserved 
positions and variable regions in aligned sequences. 
This architecture provides superior handling of 
variable-length sequences and natural tolerance for 
insertions, deletions, and substitutions—properties 
particularly valuable for modeling polymorphic 
malware families [4]. 

Prior cybersecurity applications of PHMMs have 
included modeling opcode sequences [24], API call 
traces [25], and network intrusion patterns [26]. 
However, few studies have applied PHMMs 
specifically to dynamic behavioral sequences derived 
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from large-scale Android malware datasets, and none 
have demonstrated cross-platform generalization to 
IoT environments. 

2.3 The Drebin Dataset 

The Drebin dataset [3] is a widely adopted 
benchmark in Android malware research, containing 
5,560 malicious applications across 179 malware 
families collected between 2010 and 2012. Originally 
designed for static analysis and explainable machine 
learning, Drebin provides rich family-level labels and 
diverse behavioral coverage, including families that 
employ SMS fraud, data exfiltration, privilege 
escalation, and botnet operations. While several 
studies have noted temporal limitations of the dataset 
[27], Drebin remains a standard for reproducible 
comparative evaluation and provides sufficient 
behavioral diversity for sequence profile construction. 

2.4 Dynamic Modeling for Android and IoT 
Malware 

Dynamic analysis of Android malware has been 
extensively studied using sandboxing platforms such 
as DroidBox [28], CopperDroid [29], and TaintDroid 
[30]. These systems extract behavioral traces that 
have been modeled using various machine learning 
approaches including random forests [31], recurrent 
neural networks [32], and graph-based methods [33]. 
For IoT malware, dynamic analysis faces additional 
challenges due to hardware heterogeneity, resource 
constraints, and the diversity of communication 
protocols including MQTT, CoAP, and Zigbee [34] 
[35]. 

Mirai and its variants [36] demonstrated the 
devastating potential of IoT botnets, spurring 
increased research into IoT-specific detection 
mechanisms [37]. Behavioral mapping approaches 
that translate Android malware traces to IoT 
equivalents have been explored as a means of 
leveraging the richer Android malware corpora for IoT 
detection [38]. 

2.5 Research Gap 

Despite the progress in both PHMM-based 
modeling and Android/IoT malware analysis, a clear 
research gap exists: no prior work has applied PHMM 
to dynamic behavioral sequences from the Drebin 
dataset, nor demonstrated a unified PHMM framework 
that generalizes across Android and IoT malware 
families. This paper addresses this gap by proposing 
a comprehensive pipeline from dynamic trace 
extraction through PHMM-based family profiling and 
cross-platform classification. 

3. PROPOSED METHODOLOGY 

This section details the proposed approach for 
dynamic behavioral modeling of Android and IoT 
malware using Profile Hidden Markov Models (PHMM) 
on the Drebin dataset. The methodology comprises 
four main phases: dynamic behavior extraction, 
behavioral sequence generation, PHMM profile 

construction and training, and detection/classification 
framework. 

3.1 Dynamic Behavior Extraction Pipeline 

Dynamic analysis executes malware samples in a 
controlled environment to observe actual runtime 
behaviors, overcoming limitations of static analysis 
such as code packing and encryption [12] [39]. 

For Android malware from the Drebin dataset, 
samples (APK files) are installed and executed on an 
Android emulator (Android Virtual Device with Android 
8.0–12.0 for broad compatibility) or real devices in a 
sandboxed testbed. Behaviors are captured using 
tools such as strace for system calls, Frida or Xposed 
for hooking API invocations (network, file I/O, Binder 
transactions), and tcpdump/Wireshark for network 
activity [29]. Execution runs for a fixed duration (5–10 
minutes) with simulated user interactions via the 
Monkey tool to trigger malicious payloads. 

For IoT malware, direct execution of Drebin APKs 
on resource-constrained IoT devices is not feasible. 
Behaviors are instead mapped by translating 
analogous operations: Android system calls and API 
sequences (such as, socket creation, data exfiltration) 
to IoT equivalents (such as, MQTT/CoAP messaging, 
sensor command injections, or firmware-level traces 
on emulated IoT platforms such as Contiki-NG or 
Raspberry Pi-based testbeds) [34] [38]. This cross-
platform mapping uses behavioral semantics—for 
example, communicating with a command-and-control 
(C&C) server as a common malicious pattern—to 
generate comparable sequences. 

3.2 Behavioral Sequence Generation 

Raw traces are preprocessed into observation 
sequences suitable for PHMM input through three key 
operations: 

i. Tokenization: System calls and APIs are 
mapped to a finite alphabet of symbols. Frequent calls 
are grouped into behavioral categories (such as, 
NET_CONNECT, FILE_WRITE, CRYPTO_OP, 
SENSOR_ACCESS) or used as unique tokens where 
granularity is required, reducing vocabulary size while 
preserving behavioral semantics [13]. 

ii. Normalization: Sequences are filtered to 
remove common benign calls (such as, UI rendering 
routines), normalized for variable execution lengths, 
and segmented into fixed or variable-length traces 
based on sessions or time windows. 

iii. Sequence Representation: Each malware 
sample yields one or more observation sequences 
𝑂 ൌ  ሺ𝑜₁, 𝑜₂, . , 𝑜்), where o_t is a symbol from the 
alphabet. For family-specific modeling, sequences are 
grouped by Drebin family labels (such as, 
FakeInstaller, Plankton, DroidKungFu). 

Variable-length sequences are handled naturally 
by PHMM's insert/delete states. Data augmentation 
(such as, injecting minor perturbations or combining 
traces) increases robustness to evasion. 
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3.3 Profile Hidden Markov Model (PHMM) 
Construction 

Profile Hidden Markov Models extend standard 
HMMs by incorporating a profile structure derived 
from multiple sequence alignment (MSA), making 
them effective for modeling conserved behavioral 
patterns with variations analogous to their use in 
bioinformatics for protein families [16] [22]. 

3.3.1 Multiple Sequence Alignment (MSA) 

For each malware family in the Drebin dataset, 
sequences from training samples undergo MSA using 
tools such as Clustal Omega [40] or a custom 
progressive alignment adapted for call sequences. 
MSA identifies conserved positions (match states) 
versus variable regions (insert/delete states), forming 
the structural basis of the PHMM profile. 

3.3.2 PHMM Architecture 

A Profile Hidden Markov Model (PHMM) tailored 
for behavioral families integrates several specialized 
states to capture the nuances of execution patterns. 
Match states (𝑀௞) serve as the structural backbone by 
representing conserved behavioral positions, while 
insert states (𝐼௞) accommodate the presence of 
variable symbols to effectively model polymorphic 
variations. To account for evasion tactics or partial 
executions, delete states (𝐷௞) facilitate the omission of 
specific positions, all of which are framed by 
dedicated Begin and End states that define the 
sequence boundaries. This architectural configuration 
allows the model to probabilistically navigate the 
complexities of dynamic behavioral data, ensuring that 
both rigid patterns and fluid adaptations are captured 
within a unified statistical framework. 

Model parameters include transition probabilities 
𝑎௞௟ between states and emission probabilities 𝑒௞ሺ௕ሻ 
denoting the probability of emitting symbol b from 
state k [4]. The number of match states is determined 
by the alignment length, typically 50–200 positions 
depending on sequence complexity. 

3.3.3 Training 

An initial model is built directly from the MSA by 
counting transition and emission frequencies. 
Parameters are then refined using the Baum-Welch 
algorithm (an Expectation-Maximization method) [41]. 
The E-step computes expected state occupancies via 
forward-backward algorithms; the M-step updates 
transition and emission probabilities to maximize 
sequence likelihood. Training is performed per 
malware family to create family-specific profiles 𝜆௙. A 
separate benign PHMM provides a non-malicious 
threshold derived from benign sequences. 

3.4 Detection and Classification Framework 

For a test sequence O, the framework computes 
the log-likelihood score log P(O|𝜆௙) for each family-
specific PHMM using the Forward algorithm, an 
efficient dynamic programming method summing 

probabilities over all possible state paths [41]. 
Classification assigns the sample to the family with 
the highest likelihood exceeding a family-specific 
threshold (determined via ROC analysis on validation 
data). If all scores fall below thresholds, the sample is 
classified as benign or flagged as a potential zero-day 
threat. 

For IoT samples, sequences are normalized via 
the behavioral mapping layer before scoring against 
Android-derived profiles. PHMM's probabilistic nature 
and insert/delete states provide inherent robustness to 
minor obfuscations, code reordering, or partial traces 
[4]. The framework supports both binary (malware vs. 
benign) and multi-class (family identification) 
detection. 

3.5 Implementation Details 

The methodology is implemented in Python 3.10+ 
using HMMER [23] (for profile construction and 
scoring) and a custom Python implementation 
employing NumPy/SciPy for Baum-Welch training. 
Dynamic analysis tools include Frida, strace, and 
custom sandbox scripts. Hyperparameters, number of 
match states, Baum-Welch iterations, and 
convergence threshold, are tuned via cross-validation. 
Computational complexity is managed by limiting 
sequence lengths and using efficient forward 
algorithm implementations with time complexity O(N × 
L), where N is sequence length and L is model length. 

4. DATASET DESCRIPTION AND 
PREPROCESSING 

4.1 Drebin Dataset Overview 

The Drebin dataset [3] is a well-established 
benchmark in Android malware research, containing 
5,560 malicious Android applications belonging to 179 
different malware families. The samples were 
collected between August 2010 and October 2012 
from the MobileSandbox project. The dataset exhibits 
a long-tail distribution: a small number of families 
dominate (such as, Opfake with over 1,000 variants, 
DroidKungFu, Plankton, FakeInstaller, GinMaster, and 
BaseBridge), while many families contain only a few 
samples. 

Although Drebin is primarily a static dataset 
providing features such as API calls, permissions, 
intents, and network addresses, it serves as an 
excellent foundation for dynamic analysis. The family 
labels enable per-family profile construction, and the 
diversity of families allows evaluation of generalization 
across obfuscated and polymorphic variants [27]. 
Many Drebin families employ runtime behaviors, 
including SMS fraud, data exfiltration, and privilege 
escalation, that can be reliably triggered and observed 
during dynamic execution. 

4.2 Adaptation for IoT Malware 

Direct execution of Android APKs on IoT devices is 
not feasible due to architectural and resource 
differences. A behavioral semantic mapping approach 
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is employed [38]: Android socket/connect/send 
operations are translated to IoT MQTT/CoAP publish 
or HTTP exfiltration; file and system modifications are 
mapped to firmware command injections or sensor 
data tampering; cryptographic operations and C&C 
communications correspond to common IoT botnet 
patterns such as Mirai-like scanning [36]. IoT 
behavioral traces are collected from public IoT 
malware samples or simulated on testbeds 
(Raspberry Pi with Contiki-NG or QEMU-based 
emulators). A cross-platform behavioral ontology 
ensures consistent tokenization across platforms. 

4.3 Preprocessing Steps 

Step 1. Dynamic Trace Collection: Each Drebin 
APK is executed in an isolated Android emulator for 
5–10 minutes with simulated user interactions. 
System calls, API invocations, Binder transactions, 
and network activities are logged using strace, Frida 
hooks, and packet capture tools. 

Step 2. Trace Filtering and Cleaning: High-
frequency noise (routine UI rendering or system 
maintenance calls) is removed. Security-relevant 

events—file I/O, network operations, process creation, 
cryptographic functions, SMS/telephony calls—are 
retained, with timestamp alignment and session 
segmentation applied. 

Step 3. Tokenization and Symbol Mapping: Raw 
events are mapped to a discrete observation alphabet 
at two granularity levels: coarse-grained behavioral 
categories (NET_CONNECT, FILE_WRITE, 
CRYPTO_OP, SMS_SEND) and fine-grained specific 
system calls or API names, yielding alphabet sizes 
ranging from 50 to 150 symbols. 

Step 4. Normalization and Length Handling: 
PHMM's insert/delete states naturally handle variable-
length sequences, avoiding padding or truncation. 
Minor perturbations are applied for data 
augmentation. 

Step 5. Labeling and Splitting: Malware sequences 
retain Drebin family labels. The dataset is split into 
70% training, 15% validation, and 15% test sets using 
stratified sampling. Five-fold cross-validation is 
applied at the family level. 

 

Table 4.1: Summary of Drebin Dataset Characteristics (After Preprocessing) 

Aspect Details 

Malware Samples 5,560 

Malware Families 179 

Benign Samples (used) ~10,000–20,000 (sampled) 

Sequence Alphabet Size 50–150 symbols 

Average Sequence Length 200–800 observations 

Train/Val/Test Split 70% / 15% / 15% (stratified) 

5. EXPERIMENTAL SETUP AND EVALUATION 

5.1 Implementation Details 

The framework was implemented in Python 3.10+. 
The dynamic analysis environment comprised Android 
Studio AVD instances with Android 9.0–12.0 images, 
select rooted physical Android devices in an isolated 
network, Frida for API hooking, strace for system call 
tracing, tcpdump for network capture, and QEMU-
based emulation with Raspberry Pi 4 devices running 
Contiki-NG for IoT behavioral mapping. 

PHMM modeling used the HMMER toolkit [23] and 
a custom Python implementation with NumPy/SciPy 
for Baum-Welch training. Machine learning baselines 
included Random Forest and SVM via scikit-learn 
[42], standard HMMs via hmmlearn, and LSTM and 
Transformer-based sequence classifiers implemented 
in PyTorch [43]. Training and evaluation were 
performed on a server with Intel Xeon CPU (32 
cores), 128 GB RAM, and NVIDIA RTX 4090 GPU. 

PHMM hyperparameters were tuned via grid 
search: number of match states ranging from 50–200 
(family-dependent), Baum-Welch iterations of 100–

500 with early stopping (convergence threshold = 
1×10⁻ ⁴), and pseudocounts added to avoid zero 
probability estimates. 

5.2 Evaluation Metrics 

Performance was assessed using standard binary 
and multi-class metrics: accuracy, precision, recall, 
F1-score, detection rate (true positive rate), false 
positive rate (FPR), ROC-AUC, and PR-AUC [44]. For 
family identification, Top-1 and Top-3 accuracy are 
reported. Log-likelihood score analysis evaluates how 
well test sequences fit family-specific profiles. All 
metrics were computed using 5-fold cross-validation 
averaged over multiple runs. Computational efficiency 
(training time per family and inference time per 
sample) was also recorded. Statistical significance 
was assessed using paired t-tests (p < 0.05). 

5.3 Experimental Scenarios 

This research employs a comprehensive suite of 
experimental scenarios to validate the proposed 
model, beginning with binary classification to establish 
baseline detection thresholds and proceeding to multi-
family classification across all 179 Drebin families. 
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Real-world robustness is examined through 
obfuscated malware detection—utilizing ProGuard, 
DexGuard, and manual structural modifications—
while zero-day simulations assess the model’s 
capacity for identifying unseen or low-likelihood 
sequences. Furthermore, cross-platform 
generalization tests measure the transferability of 
Android-trained PHMM profiles to IoT behavioral 
traces. Finally, a rigorous comparative evaluation 
benchmarks the system against standard HMMs, 
static classifiers such as Random Forest and SVM, 
and deep learning architectures including LSTMs and 
Transformers. 

6. RESULTS AND DISCUSSION 

This section presents the empirical evaluation of 
the proposed PHMM-based dynamic behavioral 
modeling approach. All experiments followed the 
setup described in Section 5, using 5-fold cross-
validation on preprocessed Drebin-derived 
sequences. Results are reported as averages across 
three independent runs with standard deviations. 

6.1 Quantitative Performance Analysis 

The PHMM achieved an overall detection accuracy 
of 96.4% ± 0.8%, with a detection rate (recall) of 
95.9% and a false positive rate of only 2.1%. The 
model's probabilistic scoring via the Forward algorithm 
effectively distinguished malicious sequences from 
benign ones, even with partial or noisy execution 
traces. Log-likelihood distributions showed clear 
separation: malware sequences scored significantly 
higher against at least one family profile (mean log-
likelihood difference > 45 bits). 

For multi-class family identification across the 179 
Drebin families, the PHMM attained a Top-1 accuracy 

of 88.7% ± 1.2% and Top-3 accuracy of 94.3%. 
Performance was strongest on dominant families 
(such as, DroidKungFu, Plankton) due to richer profile 
construction, and weaker on rare families (<20 
samples), where data augmentation helped mitigate 
sparsity. 

Using the behavioral mapping described in Section 
4.2, PHMM profiles trained primarily on Drebin 
Android sequences generalized to mapped IoT traces 
with an accuracy of 90.5% ± 1.5% (binary) and 85.2% 
(family-level), demonstrating the robustness of 
conserved behavioral patterns across platforms. 

6.2 Comparative Evaluation Against State-of-
the-Art Methods 

The results in Table 6.1 is used to compare the 
proposed PHMM against representative baselines on 
the held-out test set for binary malware detection. 
PHMM outperformed the standard single-chain HMM 
by 4.9 percentage points in F1-score, confirming the 
value of the profile structure for handling polymorphic 
variations [15] [20]. PHMM also excelled in family 
classification (Table 6.2), achieving higher Top-1 
accuracy than deep learning baselines on long-tail 
families, where profile alignment provides better 
generalization than end-to-end learned embeddings 
[5] [6]. 

Under obfuscation (repackaging and API hiding), 
PHMM maintained 93.1% detection accuracy (only a 
3.3% drop), while static baselines degraded by more 
than 12% and sequence deep learning models 
dropped by 6–8% [9] [45]. Zero-day simulation (held-
out families) yielded a 91.8% unknown detection rate, 
outperforming all baselines by at least 7%. 

Table 6.1: Binary Classification Performance Comparison (Drebin Dataset) 

Method Acc. (%) Prec. (%) Rec. (%) F1 (%) AUC FPR (%) 

Proposed PHMM 96.4 ± 0.8 95.1 95.9 95.5 0.972 2.1 

Standard HMM 91.5 ± 1.1 89.8 91.2 90.5 0.931 4.8 

Random Forest (static) 93.8 ± 0.9 94.2 92.5 93.3 0.955 3.4 

SVM (static) 92.1 ± 1.0 91.5 90.8 91.1 0.942 4.2 

LSTM (sequence) 94.2 ± 0.7 93.8 93.1 93.4 0.961 3.0 

Transformer (sequence) 95.1 ± 0.6 94.5 94.7 94.6 0.968 2.6 

Table 6.2: Family Classification (Top-1 Accuracy) on Major Drebin Families 

Family Samples PHMM (%) Std. HMM (%) LSTM (%) Transformer (%) 

DroidKungFu 667 92.4 86.1 89.7 90.8 

Plankton 624 91.8 85.3 88.2 90.1 

FakeInstaller 514 89.5 82.7 86.4 87.9 

Opfake 1,230 93.2 88.4 91.5 92.3 

GinMaster 339 87.1 79.5 84.3 85.6 

Overall (179 families) 5,560 88.7 81.2 85.9 87.4 
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6.3 Ablation Studies 

Ablation experiments (Table 6.3) highlight the 
contribution of key design choices. Using the full 
profile structure (match + insert + delete states) 

provided the largest gain. Coarse-grained tokenization 
(70 symbols) proved more robust than fine-grained 
(140 symbols) due to reduced sparsity. Increasing 
match states beyond 150 yielded diminishing returns 
while raising training time. 

Table 6.3: Ablation Study — Impact on Binary F1-score 

Configuration F1-score (%)

Full PHMM (proposed) 95.5 

No insert/delete states (standard HMM) 90.5 

Fine-grained alphabet (140 symbols) 92.8 

Coarse-grained alphabet (70 symbols) 95.5 

Short sequences (<200 observations) 91.4 

Long sequences (full trace) 95.5 

No data augmentation 93.2 

6.4 Limitations of the Approach 

Despite strong results, several limitations remain. 
First, scalability: dynamic trace collection is time-
intensive (approximately 6–8 minutes per sample); 
real-time deployment would require optimized 
sandbox orchestration [46]. Second, triggering 
completeness: sophisticated malware payloads may 
activate only under specific environmental conditions 
not fully simulated by Monkey. Third, dataset age: 
Drebin samples predate modern Android versions 
[27]; while behaviors remain representative, newer 
evasion techniques (such as, VM-aware malware) 
may require ongoing dataset refresh. Fourth, IoT 
mapping: semantic mapping introduces minor 
information loss for highly device-specific behaviors. 

6.5 Security Implications and Robustness 
Against Adversarial Attacks 

The PHMM framework offers interpretable family 
profiles that security analysts can inspect—conserved 
match states reveal core malicious routines—
supporting threat intelligence and signature 
generation [7]. Its inherent tolerance to 
insertions/deletions makes it naturally robust to 
common adversarial perturbations such as junk code 
insertion or call reordering [47]. Preliminary 
adversarial testing (adding up to 15% random 
symbols) reduced detection by only 2.8%, compared 
to 11% for LSTM. Future integration into commercial 
antivirus or IoT gateways could enable proactive 
family-specific signatures derived directly from learned 
profiles. 

7. CONCLUSION AND FUTURE WORK 

7.1 Summary of Findings and Contributions 

This paper presented a novel dynamic behavioral 
modeling framework for Android and IoT malware 
using Profile Hidden Markov Models (PHMM) built 
upon sequences extracted from the Drebin dataset. 
By shifting from static feature analysis to runtime 
behavioral sequences, the proposed approach 
effectively captures polymorphic, obfuscated, and 

variant malware behaviors that are difficult to detect 
with traditional methods. 

The PHMM-based system achieved 96.4% 
accuracy and 95.5% F1-score in binary malware 
detection, outperforming standard HMM, static 
machine learning baselines, and deep sequence 
models. Family classification reached 88.7% Top-1 
accuracy with strong resilience under obfuscation 
(only 3.3% performance drop) and zero-day 
simulation (91.8% unknown detection rate). Cross-
platform generalization to IoT achieved 90.5% binary 
detection accuracy. Unlike black-box deep learning 
approaches, the learned PHMM profiles provide 
human-interpretable representations of conserved 
malicious behaviors, directly supporting threat 
intelligence workflows. 

7.2 Practical Implications for Antivirus and IoT 
Security Systems 

The proposed methodology has direct implications 
for next-generation security solutions. Antivirus 
engines and mobile threat detection platforms can 
integrate PHMM scoring as a lightweight, sequence-
based detection module running alongside static 
analyzers and sandboxing systems [46]. For IoT 
ecosystems lacking robust endpoint protection, cross-
platform generalization enables deployment on 
resource-constrained gateways or cloud-based 
behavioral analyzers [34]. The low false positive rate 
(2.1%) and robustness to partial traces make the 
approach suitable for real-world deployment, reducing 
alert fatigue while improving coverage against 
evolving threats. 

7.3 Future Research Directions 

Future investigations will prioritize the integration of 
the PHMM framework with real-time sandboxing to 
facilitate incremental scoring and early detection prior 
to full payload activation. The exploration of hybrid 
deep learning architectures—specifically neural-
augmented models that combine PHMM likelihood 
scores with Transformer embeddings or differentiable 
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HMM layers—represents a critical path for joint 
optimization [5][6]. Robustness against temporal drift 
and modern evasion tactics will be addressed by 
validating the framework on contemporary Android 
and IoT malware corpora, including AndroZoo, 
CICMalDroid, and IoT-23. Furthermore, enhancing 
adversarial resilience through generative Baum-Welch 
optimization and formal verification remains essential 
for defending against trace poisoning [47]. Finally, 
optimizing the system for resource-constrained edge 
environments via model pruning and expanding 
behavioral modeling to include multimodal signals, 
such as power consumption and UI anomalies, will 
broaden the framework’s defensive utility. 
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