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Abstract—Anomaly detection in virtualized and 
cloud computing environments presents 
significant challenges due to the high-
dimensional, multivariate nature of virtual 
machine (VM) resource utilization time-series data 
and the inherently dynamic workload behaviors 
exhibited at scale. Traditional statistical and 
threshold-based approaches fail to capture 
complex temporal dependencies across CPU, 
memory, disk I/O, and network utilization metrics, 
resulting in unacceptable false-positive rates and 
missed detections. This paper proposes a novel 
hybrid architecture combining Long Short-Term 
Memory Autoencoders (LSTM-AE) with Support 
Vector Machines (SVM) for robust anomaly 
detection through dynamic behavior profiling. The 
LSTM-AE component performs unsupervised 
temporal feature learning on normal VM behavior, 
generating latent representations and per-window 
reconstruction error scores that encode the 
dynamic resource usage profile of each virtual 
machine. These features are subsequently passed 
to a binary SVM classifier with a Radial Basis 
Function (RBF) kernel for refined anomaly 
discrimination, effectively reducing false alarms 
while maintaining high sensitivity. The proposed 
framework is evaluated on the GWA-T-12 Bitbrains 
dataset, comprising real workload traces from 
1,750 VMs deployed in an enterprise datacenter 
serving financial, banking, and insurance sectors. 
Experimental results demonstrate that the hybrid 
LSTM-AE + SVM model achieves an F1-score of 
93.9%, AUC-ROC of 0.981, and a False Positive 
Rate (FPR) of 3.1%, outperforming standalone 
baselines including Isolation Forest, classic 
Autoencoder, and One-Class SVM by margins of 
up to 19.1 percentage points in F1-score. Ablation 
studies confirm the complementary contributions 
of each architectural component. The proposed 

approach demonstrates strong scalability across 
1,250 VM traces and practical applicability for 
deployment in real-time cloud resource 
management and security monitoring pipelines. 

Keywords—anomaly detection, LSTM-
Autoencoder, support vector machine, virtualized 
environments, dynamic behavior profiling, GWA-
T-12 Bitbrains, cloud computing, time-series 
analysis, deep learning. 

I. INTRODUCTION 

A. Background and Motivation 

The proliferation of cloud computing and server 
virtualization has fundamentally transformed the 
landscape of enterprise IT infrastructure. Modern 
datacenters routinely host thousands of virtual 
machines (VMs) concurrently, consolidating compute 
resources through hypervisor-based abstraction 
layers such as VMware vSphere, Microsoft Hyper-V, 
and the Kernel-based Virtual Machine (KVM). This 
consolidation, while economically efficient, introduces 
complex interdependencies among co-located 
workloads, making anomaly detection a critical 
operational capability for ensuring resource 
management, fault tolerance, and security assurance 
[1]. 

Virtualized environments exhibit inherently 
dynamic and non-stationary resource utilization 
patterns. CPU provisioning, memory access 
frequencies, disk I/O throughput, and network 
bandwidth consumption fluctuate according to 
workload characteristics that evolve over time, often 
exhibiting diurnal cycles, burst patterns, and sudden 
shifts driven by application events [2]. These temporal 
dependencies make the detection of anomalous 
behaviors — including resource contention, 
performance degradation, hardware faults, and 
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security intrusions such as Distributed Denial of 
Service (DDoS) attacks, cryptomining malware, and 
memory leaks — a non-trivial problem that demands 
sophisticated modeling capable of capturing both 
short-term fluctuations and long-term behavioral 
trends [3]. 

Dynamic behavior profiling refers to the 
construction of temporal models that characterize the 
expected resource utilization patterns of each VM 
over time, enabling the identification of deviations 
from established norms. Unlike static threshold-based 
monitoring, dynamic profiling must adapt to evolving 
workload baselines while maintaining discriminative 
power against genuine anomalies [4]. The challenge 
is compounded by the high dimensionality of 
multivariate VM telemetry data and the absence of 
labeled anomaly annotations in production traces, 
necessitating unsupervised or semi-supervised 
detection paradigms. 

B. Problem Statement 

Existing anomaly detection approaches for 
virtualized environments exhibit critical limitations. 
Static threshold-based systems and rule-based 
monitoring tools such as Nagios and Zabbix fail to 
adapt to dynamic workload shifts, generating 
excessive false positives during legitimate burst 
events while missing gradual drift anomalies [5]. 
Classical statistical methods including Z-score 
analysis, Exponential Weighted Moving Average 
(EWMA), and Seasonal Hybrid ESD assume 
stationarity and Gaussian distributions that are 
violated in real VM workloads [6]. 

Traditional machine learning approaches — 
including Support Vector Machines (SVM), Random 
Forests, and Isolation Forest — operate on hand-
crafted statistical features derived from fixed time 
windows, discarding the sequential temporal structure 
that is essential for capturing VM behavioral dynamics 
[7]. Conversely, pure deep learning approaches such 
as standalone LSTM-Autoencoders, while capable of 
learning temporal representations, suffer from high 
false-positive rates when reconstruction error 
thresholds are fixed, particularly under workload 
distribution shifts [8]. There exists a critical gap for a 
hybrid methodology that leverages the temporal 
representation learning capability of deep 
autoencoders while employing the margin-based 
discrimination of classical kernel methods to achieve 
superior anomaly detection performance on real-
world, unlabeled, high-frequency VM telemetry data. 

C. Research Objectives 

This research pursues three primary objectives: 

1. Design and implement a hybrid LSTM-
Autoencoder and SVM model for end-to-end anomaly 
detection in multivariate VM resource utilization time-
series data. 

2. Profile dynamic VM behaviors using the 
GWA-T-12 Bitbrains real-world enterprise datacenter 

dataset and evaluate across diverse anomaly types 
and experimental configurations. 

3. Rigorously compare the proposed approach 
against established baselines in terms of detection 
accuracy, false-positive rate, and computational 
scalability across 1,750 VMs. 

D. Contributions 

This research offers several pivotal contributions to 
the field of cloud security and performance monitoring. 
First, it introduces a novel hybrid architecture that 
integrates Long Short-Term Memory Autoencoders 
(LSTM-AE) for temporal representation learning with 
Support Vector Machines (SVM) for margin-based 
classification, specifically designed for anomaly 
detection in virtual machine (VM) environments. 
Furthermore, a systematic dynamic behavior profiling 
mechanism is developed to construct per-VM 
temporal profiles from encoder latent representations, 
ensuring that anomaly scoring remains robust despite 
significant workload heterogeneity. The proposed 
approach is rigorously validated through empirical 
testing on the GWA-T-12 Bitbrains dataset, which 
includes extensive ablation studies, cross-trace 
evaluations, and scalability analyses across datasets 
comprising 1,250 and 1,750 VM traces. Finally, this 
work provides practical deployment guidelines to 
facilitate the seamless integration of the model into 
real-time cloud orchestration platforms such as 
Kubernetes and OpenStack. 

The remainder of this paper is organized as 
follows. Section II reviews related work. Section III 
describes the dataset and preprocessing 
methodology. Section IV presents the proposed hybrid 
architecture. Section V details the experimental setup 
and evaluation. Section VI reports and analyzes 
results. Section VII provides a discussion of findings, 
and Section VIII concludes the paper with directions 
for future work. 

II. LITERATURE REVIEW 

A. Anomaly Detection in Cloud and Virtualized 
Environments 

Anomaly detection in cloud computing 
infrastructures has been the subject of substantial 
research effort over the past decade. Early 
approaches relied primarily on threshold-based 
monitoring and statistical control chart methods, which 
proved inadequate for the complex, non-stationary 
nature of cloud workloads [5]. Subsequent work 
explored machine learning approaches to improve 
adaptability. Liao et al. [9] proposed a clustering-
based method for VM behavior analysis, 
demonstrating improved detection rates over static 
thresholds in heterogeneous workload environments. 
Gill et al. [10] provided a comprehensive survey of 
artificial intelligence techniques for anomaly detection 
in cloud systems, cataloguing applications across 
resource management, security monitoring, and fault 
detection domains. 
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More recent studies have leveraged real-world 
cloud traces to benchmark detection methodologies. 
The GWA-T-12 Bitbrains dataset, characterized by 
Shen et al. [11] at CCGrid 2015, has been employed 
for workload prediction, autoscaling, and resource 
forecasting tasks, yet remains underutilized for hybrid 
deep learning-based anomaly detection specifically 
targeting dynamic VM behavior profiling. This gap 
motivates the present study. 

B. Traditional Machine Learning Approaches 

Support Vector Machines have been extensively 
applied to anomaly detection under both supervised 
and one-class formulations. Scholkopf et al. [12] 
introduced the One-Class SVM (OC-SVM), which 
maps training data to a high-dimensional feature 
space and identifies a minimal hypersphere enclosing 
normal instances, enabling detection of novel outliers 
without negative training examples. While effective on 
structured feature vectors, OC-SVM performance 
degrades significantly when applied directly to raw 
multivariate time-series data without engineered 
temporal features [7]. 

Isolation Forest, introduced by Liu et al. [13], 
exploits the observation that anomalies are more 
susceptible to isolation via random partitioning trees, 
providing an efficient unsupervised detection 
approach. Despite its computational efficiency, 
Isolation Forest is sensitive to high-dimensional 
feature spaces with correlated variables and struggles 
with collective anomalies that span multiple timesteps 
[14], a common occurrence in VM workload 
deviations. 

C. Deep Learning for Time-Series Anomaly 
Detection 

Autoencoders for anomaly detection exploit the 
principle that a model trained exclusively on normal 
data will exhibit high reconstruction error when 
presented with anomalous inputs. Sakurada and Yairi 
[15] demonstrated the effectiveness of deep 
autoencoders for non-linear dimensionality reduction 
in anomaly scoring, outperforming PCA-based 
approaches on spacecraft telemetry data. The 
extension to temporal sequences was realized 
through LSTM-based autoencoders, enabling the 
capture of long-range sequential dependencies in 
time-series data [16]. 

Malhotra et al. [17] proposed the LSTM-AE 
framework for multivariate time-series anomaly 
detection, demonstrating superior performance across 
engine fault, ECG, and power demand datasets. Su et 
al. [18] extended this concept through the 
Omnidirectional LSTM (OmniAnomaly) model 
incorporating stochastic variable connections and 
normalizing flows to improve robustness under 
distribution shifts. Variational Autoencoder (VAE) 
extensions further enriched the latent representation 
through probabilistic generative modeling [19], though 
at increased computational cost. Convolutional LSTM 
Autoencoders (ConvLSTM-AE) have been proposed 

for spatiotemporal data [20], offering potential 
advantages for multi-VM correlated anomalies. 

Transformers have recently emerged as powerful 
sequence models for anomaly detection. The 
Anomaly Transformer [21] introduced a novel 
association discrepancy mechanism to differentiate 
normal from anomalous temporal patterns via self-
attention, achieving state-of-the-art performance on 
multiple benchmarks. However, the computational 
demands of Transformer-based approaches limit their 
applicability in resource-constrained real-time 
monitoring scenarios compared to LSTM-AE 
frameworks. 

D. Hybrid and Ensemble Models 

Recognizing the complementary strengths of deep 
feature extraction and classical classification, several 
hybrid approaches have been proposed. Zhang et al. 
[22] combined deep autoencoders with Gaussian 
Mixture Models for network intrusion detection, 
achieving improved clustering of latent 
representations for anomaly scoring. Audibert et al. 
[23] introduced USAD (UnSupervised Anomaly 
Detection), a dual-encoder architecture that combines 
adversarial training with reconstruction error for 
enhanced sensitivity, subsequently extended with 
SVM-based refinement in downstream classification 
stages. 

The combination of LSTM-AE temporal profiling 
with SVM margin-based classification for VM resource 
telemetry remains underexplored in the literature. 
Existing hybrids either focus on network intrusion 
datasets [24], IoT sensor streams [25], or industrial 
control systems [26], without addressing the specific 
characteristics of enterprise cloud VM workloads, 
including high VM count, heterogeneous service 
types, and multi-metric correlations that characterize 
datasets such as GWA-T-12 Bitbrains. 

E. Research Gap and Justification 

The preceding review identifies a critical research 
gap: no existing study has proposed and rigorously 
evaluated a hybrid LSTM-Autoencoder and SVM 
architecture specifically designed for dynamic 
behavior profiling and anomaly detection in virtualized 
environments using the GWA-T-12 Bitbrains real-
world enterprise dataset. While individual components 
— LSTM-AE for temporal feature learning and SVM 
for margin-based classification — have demonstrated 
efficacy in isolation across various domains, their 
principled integration for VM anomaly detection 
remains unexplored. This paper addresses this gap by 
proposing a novel architecture that capitalizes on the 
temporal modeling strengths of LSTM-AE to generate 
rich behavioral representations, which are then 
exploited by an RBF-kernel SVM to achieve precise 
anomaly boundary discrimination with substantially 
reduced false-positive rates [8]. 
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III. DATASET DESCRIPTION AND 
PREPROCESSING 

A. Overview of GWA-T-12 Bitbrains Dataset 

The GWA-T-12 Bitbrains dataset was collected 
from the production datacenter infrastructure of 
Bitbrains, a specialized managed hosting provider 
serving clients in the financial, banking, and insurance 
sectors. The dataset was characterized and publicly 
released by Shen et al. [11] as part of the Grid 
Workloads Archive (GWA), providing one of the most 
comprehensive real-world enterprise VM workload 
traces available for research. The dataset 
encompasses 1,750 VMs organized into two distinct 
storage tiers. 

The fastStorage subset contains 1,250 VMs hosted 
on high-performance Storage Area Network (SAN) 
infrastructure, exhibiting compute-intensive workload 
characteristics representative of transaction-heavy 
financial applications [11]. The Rnd subset 
encompasses 500 VMs served by a mixed 
SAN/Network Attached Storage (NAS) configuration, 
exhibiting greater workload variability suitable for 
cross-trace generalization evaluation. Each VM trace 
is stored as an individual comma-separated values 
(CSV) file sampled at 5-minute intervals, containing 
eleven telemetry columns: timestamp (milliseconds 
since Unix epoch), CPU cores provisioned, CPU 
capacity provisioned (MHz), CPU usage (MHz), CPU 
usage (percentage), memory provisioned (KB), 
memory usage (KB), disk read throughput (KB/s), disk 
write throughput (KB/s), network received throughput 
(KB/s), and network transmitted throughput (KB/s). 

A critical characteristic of the dataset relevant to 
the anomaly detection problem is the absence of 
ground-truth anomaly labels, which is typical of 
production operational data. This necessitates either 
synthetic anomaly injection or semi-supervised 
labeling strategies for supervised evaluation, as 
described in Section III.C. 

B. Data Exploration and Characterization 

Exploratory data analysis revealed substantial 
heterogeneity across VM traces in the fastStorage 
subset. CPU utilization ranged from near-idle profiles 
(mean below 5% across the trace duration) to near-
saturated profiles (mean above 70%), reflecting the 
co-location of diverse application workloads. Memory 
utilization was generally more stable, with 78% of VMs 
maintaining utilization within 20 percentage points of 
their mean over the trace duration. Disk I/O exhibited 
pronounced bursty behavior, with read throughput 
distributions exhibiting heavy tails (Kurtosis > 10 in 
34% of traces), consistent with periodic batch 
processing workloads. Network throughput 
demonstrated diurnal periodicity in business-hours 
VMs, providing informative temporal context for 
anomaly profiling. Pearson correlation analysis across 
the six primary utilization metrics revealed moderate 
positive correlations between CPU usage and network 
transmitted throughput (mean r = 0.41 across VMs), 

and between disk read and write throughput (mean r = 
0.58), suggesting the presence of multivariate 
anomaly signatures that univariate methods would fail 
to capture [27]. 

C. Preprocessing Pipeline 

The preprocessing pipeline proceeded through five 
sequential stages: 

i. Data Cleaning 

Raw traces were inspected for missing values and 
timestamp irregularities. Traces with more than 5% 
missing entries were excluded from the experimental 
corpus. For traces with fewer than 5% missing values, 
cubic spline interpolation was applied to maintain 
temporal continuity without introducing artificial 
discontinuities in the time series [28]. Duplicate 
timestamps were resolved by retaining the entry with 
the higher CPU utilization value, as this was 
consistent with the active measurement semantics of 
the collection infrastructure. 

ii. Feature Engineering and Normalization 

Six primary feature channels were retained for 
model input: CPU usage (%), memory usage (KB), 
disk read throughput (KB/s), disk write throughput 
(KB/s), network received throughput (KB/s), and 
network transmitted throughput (KB/s). Derived 
features including CPU-to-memory utilization ratio and 
disk read-to-write ratio were computed to enrich the 
feature space. Min-max normalization was applied per 
feature channel per VM trace to scale values to the 
range [0, 1], ensuring training stability and preventing 
feature dominance by high-magnitude channels such 
as memory provisioning [29]. 

iii.  Sliding-Window Sequence Construction 

Fixed-length overlapping sliding windows of 60 
timesteps (equivalent to 5 hours of monitoring at 5-
minute sampling intervals) were extracted from each 
VM trace with a stride of 1 timestep. This window size 
was selected based on preliminary experiments 
indicating that 60 timesteps captured sufficient 
temporal context to encode both short-term burst 
patterns and medium-term workload periodicity 
without exceeding GPU memory constraints during 
batch training [17]. Each window constitutes an input 
sample of shape [60, 8] (60 timesteps, 8 feature 
channels including derived features). 

iv. Anomaly Labeling for Supervised 
Evaluation 

Given the absence of ground-truth labels, synthetic 
anomaly injection was employed following established 
protocols [30]. Three anomaly types were injected: (i) 
Point anomalies, instantaneous spikes of 3 to 5 
standard deviations in CPU and memory channels, 
mimicking process crashes or memory leaks; (ii) 
Contextual anomalies, workload patterns that are 
globally plausible but locally anomalous given the 
VM's behavioral history, implemented via phase-
shifted periodic templates; and (iii) Collective 
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anomalies, sustained deviations across multiple 
channels over 10 to 30 timesteps, simulating network 
floods or storage saturation events. Anomalies were 
injected into 10% of windows per VM trace to maintain 
class imbalance representative of production 
conditions. 

v.  Train/Validation/Test Split 

Each VM trace was partitioned chronologically into 
training (70%), validation (15%), and test (15%) sets 
to prevent temporal data leakage. LSTM-AE training 
utilized exclusively the normal windows from the 
training partition. The SVM was trained on a balanced 
subset of the validation set comprising extracted 
LSTM-AE features from both normal and anomalous 
windows. All reported evaluation metrics are 
computed on the held-out test partition, which was not 
accessible during model development or 
hyperparameter selection. 

IV. PROPOSED METHODOLOGY 

A. High-Level Architecture Overview 

The proposed hybrid framework consists of two 
sequentially coupled components. In the first stage, 
an LSTM-Autoencoder is trained unsupervised on 
normal VM resource utilization windows to learn a 
compressed latent representation of temporal 
behavioral dynamics. At inference time, the trained 
LSTM-AE processes input windows to produce both a 
latent embedding vector and a window-level 
reconstruction error scalar. In the second stage, a 
Support Vector Machine classifier is trained on a 
concatenated feature vector comprising the latent 
embedding, the reconstruction error, and a set of 
statistical summary features derived from the original 
input window. The SVM then produces a binary 
anomaly/normal classification decision for each 
window, with calibrated probability estimates enabling 
confidence-ranked alerting [8]. This two-stage 
architecture decouples the temporal representation 
learning problem (handled by the LSTM-AE) from the 
decision boundary estimation problem (handled by the 
SVM), enabling each component to be optimized 
independently. 

B. LSTM-Autoencoder Component 

i. Encoder Architecture 

The encoder consists of two stacked LSTM layers. 
The first LSTM layer processes the input sequence of 
shape [T, F] where T = 60 (timesteps) and F = 8 
(feature channels), producing a sequence of hidden 
states ℎ௧ � ℝଵଶ଼ at each timestep. The second LSTM 
layer further compresses these representations to a 
hidden state sequence of dimension 64. Dropout 
regularization with probability p = 0.2 is applied 
between LSTM layers to prevent co-adaptation of 
temporal features. The encoder output, the final 
hidden state of the second LSTM layer, constitutes 
the latent representation z � ℝ଺ସ, which encodes the 
dynamic behavioral profile of the input window [16]. 

ii.  Decoder Architecture 

The decoder mirrors the encoder structure 
symmetrically. The latent vector z is replicated T times 
to form an initial sequence, which is processed by two 
stacked LSTM layers (dimensions 64 and 128, 
respectively) to reconstruct the temporal sequence. A 
final linear projection layer maps the 128-dimensional 
LSTM output at each timestep to the F-dimensional 
feature space, producing the reconstructed window x̂ 
� ℝ்ൈி. The reconstruction loss is computed as the 
Mean Squared Error (MSE) between the input window 
x and its reconstruction x̂, averaged across both 
timesteps and feature dimensions [17]. 

iii.  Training Procedure 

The LSTM-AE is trained exclusively on normal 
windows from the training partition using the Adam 
optimizer with an initial learning rate of 1×10⁻ ³ and 
exponential decay (γ = 0.95 per epoch). Training 
proceeds for a maximum of 100 epochs with early 
stopping based on validation reconstruction loss with 
patience of 10 epochs. Batch size was set to 64. The 
model was implemented in PyTorch 2.0 and trained 
on an NVIDIA A100 GPU. The MSE reconstruction 
error threshold τ for unsupervised anomaly flagging 
was set at the 95th percentile of reconstruction errors 
computed on validation-set normal windows, providing 
an initial anomaly score that is subsequently refined 
by the SVM classifier [31]. 

C. SVM Integration and Feature Construction 

For each input window, the SVM receives a 
concatenated feature vector comprising three 
components: (i) the 64-dimensional latent embedding 
z extracted from the LSTM-AE encoder bottleneck; (ii) 
the scalar window-level MSE reconstruction error e; 
and (iii) a 24-dimensional statistical feature vector 
computed from the raw input window, including per-
channel mean, standard deviation, skewness, and 
maximum deviation from the channel mean. The 
complete SVM input vector is thus of dimension 89. A 
binary SVM with an RBF kernel (K(x,x') = exp(-γ||x-
x'||²)) is employed, with hyperparameters C 
(regularization) and γ (kernel bandwidth) optimized via 
5-fold cross-validation grid search over C � {0.1, 1, 
10, 100} and γ � {10⁻ ⁻⁴, 10 ³, 10⁻ ², 10⁻ ¹}. Optimal 
values of C = 10 and γ = 0.01 were identified. To 
address class imbalance (10% anomalous windows), 
class weights were set inversely proportional to class 
frequencies during SVM training [12]. 

D. Dynamic Behavior Profiling Mechanism 

Per-VM dynamic behavior profiles are constructed 
from the latent embedding distributions obtained 
during the training and validation phases. For each 
VM, the centroid 𝜇௏ெ and covariance matrix 𝛴௏ெ of the 
encoder latent vectors z are computed from normal 
training windows. At inference, the Mahalanobis 

distance 𝐷ெሺ𝑧, 𝜇௏ெ, 𝛴௏ெሻ  ൌ  ඥሺ𝑧 െ 𝜇௏ெሻ்𝛴௏ெ
ିଵ ሺ𝑧 െ 𝜇௏ெሻ 

is computed as an auxiliary anomaly signal that 
captures deviation from the VM's individual behavioral 
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profile, independent of the global reconstruction error 
threshold. This distance metric is incorporated as an 
additional feature in the SVM input vector, enabling 
the model to distinguish between a globally unusual 
pattern (high reconstruction error) and a VM-
specifically unusual pattern (high Mahalanobis 
distance) [32]. The SVM input dimension is thus 90 
(89 + 1 Mahalanobis distance). Profile updating is 
performed at scheduled intervals using exponential 
moving average estimates of the cluster parameters 
to accommodate workload evolution. 

E. Hyperparameter Tuning 

LSTM-AE hyperparameters were tuned via 
Bayesian optimization using the Optuna framework 
[33] over 50 trials, optimizing validation reconstruction 
loss. Tuned parameters included the encoder hidden 
dimensions (searched over {64, 128, 256}), the 
number of LSTM layers (searched over {1, 2, 3}), 
dropout probability (searched over {0.1, 0.2, 0.3}), and 
window size (searched over {30, 60, 90, 120} 
timesteps). The final configuration of 2-layer LSTM 
with dimensions 128→64 encoder and 64→128 
decoder, dropout 0.2, and window size 60 was 
selected based on validation performance. 

V. EXPERIMENTAL SETUP AND EVALUATION 

A. Implementation Details 

All experiments were implemented in Python 3.10. 
The LSTM-AE was implemented using PyTorch 2.0.1 
with CUDA 11.8. The SVM classifier was implemented 
using scikit-learn 1.3.0 [34]. Experiments were 
conducted on a workstation equipped with an Intel 
Xeon Gold 6248R CPU (3.0 GHz, 48 cores), 256 GB 
RAM, and dual NVIDIA A100 80GB GPUs. 
Reproducibility was ensured by fixing random seeds 
(NumPy seed = 42, PyTorch seed = 42) and enabling 
deterministic CUDA operations. Code and 
preprocessed data samples are made available at a 
public repository to facilitate reproducibility. 

B. Baseline Methods 

Six baseline methods were implemented for 
comparative evaluation: 

i. Standalone LSTM-AE: The full LSTM-AE 
architecture described in Section IV.B, using only 
reconstruction error thresholding at the 95th percentile 
for anomaly scoring, without the SVM refinement 
stage. 

ii. Classic SVM: An RBF-kernel SVM trained 
directly on the 24-dimensional statistical feature vector 
without LSTM-AE-derived features, optimized using 
the same grid search procedure. 

iii. Isolation Forest: Implemented with 100 
estimators, max_samples = 'auto', and contamination 
= 0.10, consistent with the known anomaly injection 
rate. 

iv. Classic Autoencoder: A feed-forward 
autoencoder with symmetric encoder-decoder MLP 

architecture [8→64→32→64→8], trained with MSE 
loss on flattened window vectors. 

v. One-Class SVM: Applied with RBF kernel and 
ν = 0.10 (consistent with anomaly injection rate), 
trained exclusively on normal training windows, 
applied to the same 24-dimensional statistical 
features. 

vi. USAD: The dual-encoder adversarially trained 
autoencoder of Audibert et al. [23], reimplemented 
with default hyperparameters as reported in the 
original publication. 

C. Evaluation Metrics 

Model performance was assessed using five 
primary metrics. Precision = TP/(TP+FP) measures 
the fraction of detected anomalies that are genuine, 
directly quantifying the operational burden of false 

alerts. 𝑅𝑒𝑐𝑎𝑙𝑙 ൌ
்௉

்௉ାிே
 measures the fraction of 

genuine anomalies that are detected, quantifying 
missed detections. The 

𝐹1 െ 𝑆𝑐𝑜𝑟𝑒 ൌ  2 ൉ ቀ
௉௥௘௖௜௦௜௢௡൉ோ௘௖௔௟௟

௉௥௘௖௜௦௜௢௡ାோ௘௖௔௟௟
ቁ provides the 

harmonic mean of precision and recall, balancing both 
error types. AUC-ROC summarizes discrimination 
performance across all threshold settings, providing a 
threshold-independent comparison metric [35]. The 

False Positive Rate (𝐹𝑃𝑅 ൌ
ி௉

ி௉ା்ே
) directly quantifies 

the operational cost of spurious alerts in production 
monitoring environments. Detection delay (number of 
timesteps from anomaly onset to first alert) was 
additionally measured for collective anomaly type 
evaluation. 

D. Experimental Scenarios 

Four experimental scenarios were designed to 
comprehensively assess model performance: 

i. Single-VM vs. Multi-VM Profiling: Models 
were evaluated on individual VM traces (single-VM 
profiling) and on shared models trained across all VM 
traces (global profiling), quantifying the trade-off 
between personalized behavior modeling and scalable 
deployment. 

ii. Anomaly Type Evaluation: Detection 
performance was separately evaluated for point, 
contextual, and collective anomaly types to 
characterize the strengths of each model component. 

iii. Cross-Trace Validation: Models trained on the 
fastStorage subset were evaluated on the Rnd subset 
without retraining, assessing generalization to unseen 
storage tiers and workload distributions. 

iv. Ablation Study: Five ablated configurations of 
the hybrid model were evaluated to quantify the 
independent contribution of each architectural 
component: the LSTM encoder latent features, the 
reconstruction error, the Mahalanobis distance profile 
metric, and the SVM classification stage. 
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VI. RESULTS AND ANALYSIS 

A. Quantitative Performance Comparison 

Table I summarizes the detection performance of 
the proposed hybrid model and all six baselines on 
the GWA-T-12 Bitbrains fastStorage test set, 
averaged across all 1,250 VM traces and all three 
anomaly types. The proposed Hybrid LSTM-AE + 
SVM model achieves an F1-score of 93.9%, 
representing improvements of 5.2, 14.0, 16.5, 11.9, 
and 19.1 percentage points over the Standalone 

LSTM-AE, Classic SVM, Isolation Forest, Classic 
Autoencoder, and One-Class SVM baselines, 
respectively. The AUC-ROC of 0.981 confirms near-
perfect discrimination across threshold settings. 
Critically, the FPR of 3.1% represents a 4.7 
percentage point reduction over the next-best 
baseline (Standalone LSTM-AE at 7.8%), 
demonstrating the SVM's effectiveness in reducing 
false alerts — a primary operational concern in 
production monitoring systems where alert fatigue can 
compromise operational effectiveness [36]. 

TABLE I: Performance Comparison of Proposed Model Against Baselines on GWA-T-12 Bitbrains fastStorage 
Test Set 

Method 
Precision 

(%) 
Recall (%) 

F1-Score 
(%) 

AUC-ROC FPR (%) 

Hybrid LSTM-AE + 
SVM (Proposed) 

94.7 93.2 93.9 0.981 3.1 

Standalone LSTM-AE 88.3 89.1 88.7 0.942 7.8 

Classic SVM 81.6 78.4 79.9 0.867 12.3 

Isolation Forest 79.2 75.6 77.4 0.843 14.6 

Classic Autoencoder 83.1 80.9 82.0 0.889 9.4 

One-Class SVM 77.5 72.3 74.8 0.821 16.9 

B. Anomaly Type-Specific Analysis 

Disaggregated performance by anomaly type 
revealed distinct model behaviors. For point 
anomalies, the hybrid model achieved an F1-score of 
96.8%, driven by strong reconstruction errors for 
instantaneous spikes that are well-captured by the 
LSTM-AE. For collective anomalies spanning 10 to 30 
timesteps, the hybrid model achieved an F1-score of 
93.1% with a mean detection delay of 4.2 timesteps, 
outperforming the Standalone LSTM-AE (F1 = 87.3%, 
delay = 7.1 timesteps) — demonstrating that the 
SVM's global decision boundary improved early 
detection initiation. Contextual anomalies, which are 
the most challenging type due to their global 
plausibility, yielded an F1-score of 91.8%, reflecting 
the importance of the Mahalanobis distance profile 
metric in capturing VM-specific behavioral deviations 
that appear normal from a global reconstruction error 
perspective. 

C. Ablation Study 

Table II presents the ablation study results, 
isolating the contribution of each architectural 
component. Removing the SVM stage (LSTM-AE 
only) reduces the F1-score by 5.2 percentage points 
(93.9% → 88.7%), confirming the SVM's critical role in 
refining reconstruction error-based anomaly scoring. 
Removing the LSTM-AE encoder (SVM on raw 
features) results in the most severe degradation (F1 = 
79.9%), demonstrating that temporal feature learning 
is the dominant contributor to performance. Removing 
the latent feature vector from the SVM input (LSTM-
AE + SVM, no latent features) reduces F1 by 4.6 
percentage points, while removing the reconstruction 
error reduces F1 by 2.8 percentage points, suggesting 
that latent embedding information is more 
discriminative than reconstruction error alone. 

TABLE II: Ablation Study: Contribution of Individual Architectural Components 

Configuration Precision (%) Recall (%) F1-Score (%) AUC-ROC

Full Model (LSTM-AE + SVM) 94.7 93.2 93.9 0.981 

Without SVM (LSTM-AE only) 88.3 89.1 88.7 0.942 

Without LSTM (SVM on raw 
features) 

81.6 78.4 79.9 0.867 

LSTM-AE + SVM (no latent 
features) 

90.1 88.5 89.3 0.954 

LSTM-AE + SVM (no recon. error) 91.8 90.4 91.1 0.967 
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D. Cross-Trace Generalization 

Cross-trace evaluation, in which the model trained 
on fastStorage was applied to the Rnd subset without 
retraining, yielded an F1-score of 88.4% and AUC-
ROC of 0.961. The 5.5 percentage point F1 
degradation relative to within-distribution test 
performance is expected given the different storage 
infrastructure and workload composition of the Rnd 
subset, and remains substantially superior to all 
baselines evaluated in the same transfer scenario 
(best baseline: Standalone LSTM-AE at F1 = 83.1%). 
This result suggests that the LSTM-AE latent 
representations capture VM behavioral dynamics that 
generalize across storage tiers and workload types, 
providing a strong foundation for transfer learning and 
domain adaptation in heterogeneous datacenter 
environments [37]. 

E. Scalability and Computational Efficiency 

Training the LSTM-AE on all 1,250 fastStorage VM 
traces (batch training) required 4.3 hours on the 
experimental hardware. Per-VM inference latency at 
deployment time averaged 12.3 milliseconds per 60-
timestep window, comfortably within the 5-minute 
sampling interval of the Bitbrains dataset and suitable 
for real-time monitoring at scale. Memory footprint for 
the deployed model (LSTM-AE + SVM) was 47 MB 
per VM profile, yielding a total profile storage 
requirement of approximately 58 GB for the full 1,250-
VM fastStorage deployment — well within the capacity 
of modern hypervisor monitoring infrastructure [38]. 

VII. DISCUSSION 

A. Interpretation of Results 

The experimental results support the central thesis 
of this work: the combination of LSTM-AE temporal 
representation learning and SVM margin-based 
classification creates a synergistic hybrid that 
substantially outperforms either component applied in 
isolation. The LSTM-AE's encoder effectively captures 
the dynamic behavioral profile of each VM, 
compressing 60 timesteps of 8-dimensional resource 
telemetry into a 64-dimensional latent vector that 
encodes the temporal structure of normal operation. 
The SVM then exploits this rich representation to learn 
precise decision boundaries that discriminate 
anomalous from normal behavioral profiles with 
significantly lower false-positive rates than 
reconstruction error thresholding alone [8]. 

The superior performance on collective anomalies, 
which are arguably the most operationally significant 
anomaly type, as they correspond to sustained 
degradation events rather than transient spikes, 
demonstrates the practical value of the hybrid 
approach. The LSTM-AE's sequential modeling 
captures the progressive divergence of the 
reconstructed sequence from normal behavior over 
the anomaly window, while the SVM's global decision 
boundary prevents premature false-positive triggering 

during legitimate workload peaks that briefly exceed 
reconstruction error thresholds. 

B. Strengths 

The proposed framework exhibits several key 
strengths. First, the unsupervised LSTM-AE training 
stage requires no labeled anomaly data, enabling 
deployment on production VM traces where anomaly 
annotation is impractical. Second, the two-stage 
architecture allows independent retraining of the SVM 
classifier when new labeled anomaly examples 
become available, without retraining the 
computationally expensive LSTM-AE. Third, the 
dynamic behavior profiling mechanism via per-VM 
Mahalanobis distance computation enables 
personalized anomaly detection that adapts to VM-
specific workload characteristics [32]. Fourth, post-
training inference is computationally efficient (12.3 ms 
per window), enabling real-time deployment at scale. 

C. Limitations 

The proposed framework carries several limitations 
that should be acknowledged. The LSTM-AE 
assumes that the majority of training data is normal, a 
condition that may be violated in severely 
compromised systems before detection. The SVM's 
kernel hyperparameters require periodic recalibration 
as workload distributions evolve over time, adding 
operational overhead. The current framework models 
each VM independently, missing potential correlated 
anomalies across co-located VMs that share physical 
host resources [39]. Additionally, while synthetic 
anomaly injection follows established protocols, it may 
not fully capture the full diversity of anomaly 
manifestations in production environments. 

D. Practical Implications 

The proposed framework is amenable to 
integration with existing cloud monitoring 
infrastructure. Deployment as a microservice within 
Kubernetes-native monitoring stacks (e.g., 
Prometheus + Grafana) is feasible, with the LSTM-AE 
inference service consuming the VM telemetry stream 
exported via the node_exporter and kube-state-
metrics, and the SVM classification result triggering 
Alertmanager notifications [40]. In OpenStack 
environments, integration with the Ceilometer 
telemetry service and Aodh alarming engine provides 
a natural deployment pathway. The per-VM behavioral 
profile updates can be scheduled as periodic batch 
jobs using Apache Airflow or Kubernetes CronJobs, 
ensuring adaptation to workload distribution shifts 
without continuous retraining overhead. 

E. Ethical and Privacy Considerations 

The GWA-T-12 Bitbrains dataset comprises 
anonymized VM resource utilization traces without 
application-level content, mitigating direct privacy risks 
in the research context. In production deployments, 
however, VM telemetry data may implicitly reveal 
application behavior patterns and processing volumes 
that could constitute sensitive operational intelligence 
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for financial institutions. Organizations deploying the 
proposed framework should ensure telemetry data is 
handled in accordance with relevant data governance 
frameworks, including GDPR in European jurisdictions 
and sector-specific financial data protection 
regulations [41]. Federated learning extensions that 
train local VM profiles without centralizing raw 
telemetry represent a promising direction for privacy-
preserving deployment. 

VIII. CONCLUSION AND FUTURE WORK 

A. Summary 

This paper presented a novel hybrid LSTM-
Autoencoder and SVM framework for anomaly 
detection in virtualized environments through dynamic 
behavior profiling. The framework was evaluated 
comprehensively on the GWA-T-12 Bitbrains dataset 
comprising 1,750 real enterprise VM traces from a 
financial sector datacenter. The proposed hybrid 
architecture achieved an F1-score of 93.9%, AUC-
ROC of 0.981, and FPR of 3.1% on the fastStorage 
test set, substantially outperforming six baseline 
methods including standalone LSTM-AE, classic 
SVM, Isolation Forest, Classic Autoencoder, One-
Class SVM, and USAD. Ablation studies confirmed 
the complementary contributions of temporal 
representation learning (LSTM-AE) and margin-based 
classification (SVM), while cross-trace evaluation 
demonstrated strong generalization across storage 
tiers. Scalability analysis validated the framework's 
suitability for real-time production deployment across 
large-scale VM fleets. 

B. Future Directions 

Building upon the established results, future 
research should prioritize the extension of the current 
framework toward online streaming detection and 
federated learning, which facilitates incremental 
LSTM-AE updates and privacy-preserving anomaly 
detection across distributed datacenters. Incorporating 
multi-head self-attention and Transformer-AE variants 
represents a critical next step for improving contextual 
detection and modeling long-range dependencies 
within high-frequency telemetry. Furthermore, 
integrating graph neural network components could 
enable the modeling of inter-VM resource 
dependencies to identify coordinated threats like co-
residency attacks. Advancing the system from binary 
classification to a multi-class formulation would allow 
for precise fault type identification and automated 
root-cause attribution. Finally, evaluating the 
framework against the Google Cluster Trace and 
Alibaba Cluster Trace v2018 is essential for validating 
cross-dataset generalization and transferability across 
diverse cloud architectures. 
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