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Abstract—Financial system fraud poses serious
risks to organizational integrity globally, resulting
in significant financial losses and reduced public
confidence in financial institutions. With rapid
digitization, fraud detection has become
increasingly complex, requiring advanced and
scalable solutions. To address the limitations of
traditional detection systems, this study proposes
a Machine Learning based Anomaly Detection
framework incorporating preprocessing, feature
selection, dimensionality reduction, and
classification techniques. The model was trained
on 6.2 million transaction samples from the
publicly available PaySim dataset, with 70 percent
used for training, 15 percent for validation, and 15
percent for testing. Six classifiers were evaluated:
Random Forest, Decision Tree, Support Vector
Machine, Radial Basis Function Support Vector
Machine, Logistic Regression, and Gradient
Boosting. For TRANSFER transactions, accuracy
scores were 0.9999, 0.9998, 0.9528, 0.9635, 0.9673,
and 0.9977. For CASHOUT transactions,
corresponding accuracy scores were 0.9793,
0.9937, 0.9673, 0.9698, 0.9766, and 0.9985. The
findings indicate that the proposed framework
achieves consistently high classification accuracy
across both transaction types, demonstrating its
robustness and effectiveness for fraud detection
in large scale mobile payment systems.
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I. INTRODUCTION

The rapid adoption of digital and mobile payment
systems has transformed global financial transactions
by enhancing speed, convenience, and accessibility.
As digital platforms such as mobile wallets, online
banking, and electronic transfers continue to grow, so
does the prevalence of fraudulent activities targeting
these systems. Financial fraud refers to deceptive
practices aimed at exploiting weaknesses in payment
systems for illegal monetary gains. Cybercriminals

unauthorized transactions, and phishing [1]. Fraud
detection is challenging due to the extremely
imbalanced nature of transactional datasets, where
fraudulent instances often constitute less than 1% of
total transactions. Traditional rule-based systems
struggle to detect evolving fraud patterns due to their
static thresholds and limited adaptability.

Machine Learning (ML) offers an efficient
alternative by automatically learning patterns from
large datasets. Algorithms such as Logistic
Regression and Support Vector Machine (SVM) are
widely used in binary classification tasks. Their
strengths include high interpretability and efficiency in
non-linear decision-making [2]. Feature engineering
techniques such as Principal Component Analysis
(PCA) further improve computational efficiency [3].
Nevertheless, challenges persist, particularly false
positives, concept drift, and the need for continuous
model updates. This study evaluates the performance
of multiple ML  models, employing class-weight
adjustments and performance metrics such as
precision, recall, F1-score, and AUPRC. The goal is to
develop a robust, scalable anomaly detection
framework for mobile money transactions.

Il. LITERATURE REVIEW

Li et al. emphasized that modern fraud detection
has shifted from rigid rule-based engines to adaptive
learning systems because fraud patterns evolve
rapidly and rules cannot scale to high-volume
transaction environments [4]. As a systematic review,
this work does not report experimental performance
metrics but provides a comprehensive overview of
effective approaches in fraud detection.

Lopez-Rojas and Axelsson introduced the PaySim
simulator and explained that it is a widely used
benchmark for mobile-money fraud research, since it
replicates real transaction behavior while maintaining
user privacy [5]. Although the simulator itself does not
provide numeric results, subsequent studies using
PaySim demonstrate strong discrimination capabilities
across various machine-learning classifiers.

increasingly employ  sophisticated techniques
including identity  theft, account  takeover,
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Sahin and Duman noted that severe class
imbalance is a defining challenge in financial fraud
datasets [6]. Their experiments showed that
imbalance-handling methods such as SMOTE
improve minority-class detection and enhance overall
classification performance.

Lin et al. argued that effective fraud detection must
balance sensitivity and specificity to minimize both
false positives and false negatives. While this
conceptual study does not present numeric
performance, it emphasizes operational trade-offs that
are critical in practical deployments [7].

Chen and Guestrin demonstrated that gradient-
boosting algorithms such as XGBoost consistently
achieve strong predictive performance due to
robustness to noisy tabular data and the ability to
model nonlinear interactions [8]. Applications in fraud
detection have reported high reliability and accuracy
when using such algorithms.

Nadeem et al. found that ensemble models,
including Random Forest, LightGBM, and CatBoost,
often outperform simpler classifiers on imbalanced
datasets [9]. These ensembles provide more stable
and accurate detection of fraudulent transactions,
demonstrating superior performance across multiple
experiments.

Khalid et al. demonstrated that optimized
ensemble configurations outperform individual models
under severe class imbalance [2]. Their experiments
highlighted clear improvements in detection capability
compared with untuned baselines.

Al Ali et al. applied an XGBoost-based ensemble to
financial statement fraud detection. After SMOTE
resampling and hyperparameter tuning, the model
achieved very high classification accuracy, showing
robust detection capabilities [10].

Xian combined improved XGBoost with RUSBoost
in a fusion algorithm, demonstrating superior
predictive performance compared with baseline
models [11]. The study highlighted the benefits of
hybrid ensemble approaches in handling imbalanced
datasets.

Mutemi et al. explained that deep learning
approaches, such as CNN and LSTM, effectively
capture temporal and behavioral transaction patterns
[12]. Their models provide robust detection capability,
particularly when large, high-quality datasets are
available.

Xu et al. introduced temporal graph neural
networks for cross-border payment fraud, highlighting
improved contextual detection of fraudulent patterns
[14]. These models leverage relational and temporal
information to enhance overall detection performance.

Varma demonstrated that graph-based machine
learning approaches detect relational fraud by
modeling interactions between accounts, merchants,
and devices [15]. These methods provide more
precise identification of collusive behaviors than
traditional transaction-level analysis.

The Expert Systems systematic review reinforced
that GNNs outperform traditional methods in detecting
complex relational fraud [16]. Reviewed studies
showed consistently stronger overall detection
performance with graph-based technique s.

Zakaria et al. confirmed that GNNs combined with
anomaly detection techniques enable real-time fraud
detection across large-scale transaction networks
[17]. Their framework delivers more accurate and
timely identification of suspicious transactions.

Real-Time GNN and Federated Learning studies
highlighted privacy-preserving distributed detection
methods [18]. These approaches improve operational
performance by maintaining detection capability while
supporting secure, decentralized data processing.

Ashfaqg et al. proposed blockchain-enhanced
machine learning systems, integrating audit trails with
XGBoost and Random Forest classifiers [19]. Their
models demonstrated high reliability in identifying
fraudulent transactions on sampled Bitcoin datasets.

Razaq et al. emphasized that hybrid systems
combining boosting, GNNs, and anomaly detectors
outperform single-model approaches [20]. These
hybrid systems provide enhanced detection stability
and improved operational reliability.

Soleimani and Miller  explained the shift in
evaluation from raw accuracy to metrics such as
precision, recall, F1, and AUPRC due to class
imbalance effects [21]. Their work underscores the
importance of evaluating models using metrics that
reflect minority-class detection performance.

Hilal et al. concluded that the strongest fraud
detection performance emerges from combining
ensemble learning, graph-based analysis, imbalance-
handling techniques, and explainable Al [22]. Across
multiple studies, these combined approaches

consistently  demonstrated  superior  predictive
Y. Chen et al. noted that transformer-based and capability.
temporal deep learning models detect subtle
anomalies by encoding sequential dependencies,
achieving enhanced discrimination of fraudulent
activity in complex datasets [13].
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I11. METHODOLOGY

A. Data Collection

The study uses the PaySim dataset, a Kaggle-
sourced, simulated dataset of mobile money
transactions. Lopez et. al, [5]. It contains five
transaction types: CASH-IN, CASH-OUT, DEBIT,
TRANSFER, and PAYMENT as shown in Table 1

Table 1: PaySim Dataset Statistics

Transaction Non- Fraud Total
Type Fraud

Cash In 1,399,284 0 1,399,284
Cash Out 2,233,384 4,116 2,237,500
Transfer 528,812 4,097 532,909
Debit 41,432 0 41,432
Payment 2,151,494 0 2,151,494
Total 6,354,407 8,213 6,362,620

This table explain the distribution of
transaction types in the PaySim dataset,
distinguishing non-fraudulent from fraudulent records.
Out of a total of 6,362,620 transactions, the vast
majority (6,354,407) are legitimate, while only 8,213
are labeled as fraud, confirming the highly imbalanced
nature of the dataset. Fraudulent activities appear
exclusively in Cash Out and Transfer transactions,
with 4,116 and 4,097 cases respectively, whereas
Cash In, Debit, and Payment contain no fraud
instances. This pattern indicates that fraudulent
behaviour is concentrated in operations where funds
are moved between accounts, which provides
important insight for model design, feature selection,
and classifier evaluation.

B. Data Preprocessing

Before applying the machine learning models,
the dataset underwent a  comprehensive
preprocessing workflow. First, the categorical feature
transaction type was transformed into numerical
format using one-hot encoding. All  numerical
attributes were then normalized to ensure consistent
scaling across features. Given the substantial class
imbalance in the dataset, mitigation strategies such as
stratified sampling, SMOTE (Synthetic Minority
Oversampling Technique), and class weighting were
employed to prevent the models from being biased
toward the majority class. To gain a deeper
understanding of the data structure and to evaluate
potential class separability, Principal Component
Analysis (PCA) was conducted specifically on the
TRANSFER and CASHOUT transaction categories.
PCA was used strictly for visualization purposes and
not as a dimensionality-reduction step for model
training. The resulting visualization (Figure 3.1)
revealed clear clustering patterns between fraudulent
and non-fraudulent transactions, indicating meaningful

separability. This observation suggests that linear
classifiers, such as Logistic Regression and Linear
SVM, may be well-suited for this classification task.

C. Selection of Models

Six supervised learning algorithms were
evaluated:
Logistic Regression, Linear SVM, Radial Basis
Function (RBF) SVM, Random Forest, Decision Tree
and Gradient Boosting
3.3.1 Logistic Regression

A straightforward but effective statistical

1

hg (.X') = 1+4e-0Tx (1)

model for splitting data into two groups is called
logistic regression. Function to model the likelihood
that a given input vector x is in the positive
(fraudulent) class:

where 6 is the vector of model parameters. The model
is trained by minimizing the log-loss (cross-entropy)
function. For a binary classification problem, the
output hg(x) can be interpreted as a probability of x as
belonging to class 1. The logistic loss function with
respect to parameters 6 can be given as

m

1 . i . .
J©) = = > [P loghy (x®) + (1 = y©) log(1 - he(x®))] @

D. Support Vector Machine

Support Vector Machines aim to find a decision
boundary(hyperplane) that best separates the classes
with  maximum margin. Support vector machine
creates a classification hyperplane in the space
defined by input feature vectors. The training process
aims to determine a hyper-plane that maximizes
geometric margin with respect to labeled input data.
SVMs optimization problem can be characterized by
In this project we use two variants of SVM - linear
SVM and SVM based on RBF kernel.

minwlbéllwll2 subject to yO(wTx® +p) =1 (3)

E. SVM based on RBF Kernel

A non-linear decision boundary in input space can
be found by an SVM using an RBF kernel. The
definition of the RBF kernel function on two vectors x
and z in the input space is

K(x,z) = exp(—yllx — z||?) @)

Where y is the kernel coefficient controlling the
influence of individual samples.
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F. Gradient Boosting

Gradient boosting is a machine learning
techniques base on boosting in a functional space
where the target is pseudo-residuals instead of
residuals as in traditional boosting.

Fm(x) = Fm —1 (x) + ymhm(x) 5

Where hy, (x) is trained to approximate the negative
gradient of the loss functions

OL(y,
() = =222 ®)

where:

Fmn (X): The model at iteration m

hmn (X): The new base learner (decision tree) added at
iteration m.

ym : The multiplier (step size or learning rate)

The loss function (such as squared error) is L(y, F(X)).

G. Decision Tree

A decision tree builds a hierarchy of conditional
rules based on feature thresholds to classify
transactions. The tree recursively splits the data to
maximize information gain using criteria like Gini
impurity:

K

oy PPk @)

GiniD) =1— Y

Where:
pk is the proportion of instances belonging to class k
in dataset D. Decision trees are interpretable but
prone to overfitting on imbalanced data unless
pruned.

H. Random Forest

An ensemble of decision trees called Random
Forest is constructed using randomly selected subsets
of the features and data. The ultimate prediction is
determined by a majority vote from all trees
y = mode (T1(x), T2(x),...,TN(x)) (8)
where:

T; denotes the i-th decision tree,
N is the total number of trees in the ensemble.
Random forests help reduce variance and

improve generalization.

I. Train-Test Split

The dataset was split into training and testing sets
using stratified sampling to maintain class proportions
in both sets. In this section, we describe our dataset
split strategy and training, validation and testing
processes that we have implemented in this work. All
software was developed using Scikit-learn ML library.
We divided the dataset based on different transaction
types described in the dataset section. TRANSFER

and CASH OUT transactions was used for our
experiments since they contain fraud transactions. For
both types, we divided respective datasets into three
splits: 70% for training, 15% for Cross Validation and
15% for testing purposes. We use stratified sampling
in creating train/CV/test splits. We can preserve the
same percentage of each class in a split as in the
original dataset by using stratified sampling. Details of
the splits are mentioned in Table 3.2.

J. Model Training and Evaluation

To train each of our models, we used the class
weight-based method outlined in the preceding
section. For fraud class samples, each model was
trained several times with increasing weights. We
assessed the performance of our trained models on
CV split at the conclusion of each iteration. We
selected the class weights for each model that
produced the best recall on the fraud class with no
more than about 1 percent false positives. Finally, we
used the models trained using chosen set of class
weights to make predictions on our test dataset split.
We go into more detail about our selection of class
weights based on their performance on the CV set in
the following section. We also discuss their
performance on train and test sets.
IV. Results

For the TRANSFER dataset, adjusting class
weights showed minimal performance change for
Logistic Regression, Linear SVM, Decision Tree,
Random Forest, and Gradient Boosting. In these
models, using equal weights for fraud and non-fraud
classes already produced strong recall and precision
values, indicating that the algorithms could recognize
fraudulent patterns without relying heavily on weight
adjustments. However, to prevent the models from
overfitting on the cross-validation set and to
strengthen their sensitivity to minority fraud cases, a
slightly higher weight for the fraud class was ultimately
selected.
Figure 1 presents the precision-recall (PR) curves
generated during cross-validation for the six classifiers
under different class-weight configurations. Table 2
provides the corresponding numerical results for
precision, recall, F1-measure, and AUPRC. Precision-
recall curves were preferred over ROC curves
because PR curves provide a more reliable reflection
of model behavior on highly imbalanced datasets,
where misclassifying the minority class (fraud) carries
significant impact.
The finalized class-weight values chosen for each
model are reported in Table 4.3. The PR curves,
shown in the figure below, illustrate the comparative
performance of Logistic Regression, Linear SVM,
Decision Tree, Random Forest, Gradient Boosting,
and SVM with RBF kernel on the TRANSFER dataset.
Since the PR curve plots precision on the y-axis
against recall on the x-axis across varying thresholds,
it offers a clearer understanding of how well each
classifier distinguishes fraudulent activities within a
severely imbalanced transaction set.
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A. Performance Summary Using Area Under the
Precision-Recall Curve (AUPRC)

The AUPRC performance was 0.9984, 0.9969,
0.962, 0.9251, 0.9276 and 0.5038 for Random Forest
, Decision Tree, Logistic Regression, Gradient
Boosting, Linear SVM and SVM RBF kernel
Random Forest outperforms all other model. By
aggregating multiple Decision Trees, it mitigates
overfitting while maintaining high accuracy. This
makes it the top performer for TRANSFER task using
ensemble size and feature sampling.

B. Cash-Out Transactions

For CASH OUT transactions revealed distinct
performance  characteristics across  different
algorithms. Logistic Regression emerged as the recall
leader with 98.22% detection of fraudulent
transactions, Notwithstanding, this came at the cost of
high false positives (765 instances) and modest
15.61% precision. The RBF-SVM demonstrated the
best overall balance with an AUPRC of 0.7598,
achieving 97.73% recall and 13.15% precision,
outperforming its linear SVM counterpart which
registered lower metrics across the board (93.52%
recal, 12.63%  precision, 0.6727 AUPRC).
Surprisingly,
Ensemble methods showed mixed results - Random
Forest achieved 97.89% recall but suffered from
extremely low 8.03% precision, while Gradient Boost
presented an inverse pattern with exceptional 80.44%
precision but alarmingly low 29.28% recall. Decision
Trees offered a middle ground with 94.49% recall and
22.15% precision, though its 0.5747 AUPRC indicated
limited robustness.
These results collectively highlight the fundamental
challenge of CASH OUT fraud detection: the models
either excelled at identifying most frauds but
generated excessive false alerts, or maintained high
precision while missing the majority of actual fraud
cases. RBF-SVM's superior AUPRC suggests it may
provide the most practical solution despite its
imperfections as shown in figure 1

CASH OUT - Precision-Recall curve

1.0 4 T TR
o v TTIIION
(Nl S0 RN
N DAY
~ W
~ AR
N ~. L)
N S \‘ \‘\
N
0.8 Y IR
N [ X
~
N A
e R4
N \
- RN
\
. 06 NS ‘\ \
2 N N kY N
5 ~ oY \
A (N A\ \,
v} R T Y
g (Y S \ N
X )
0.4 4 N A \

N s
@
S
o

-=- Logistic Regression - AUPRC - 0.764

Table 2: Results on CV set

Algorithm Recall | Precision fl- AUPRC

measure

Logistic | 0.9983 | 0.4416 0.6123 | 0.9248

Regression

Linear SVM | 0.9983 | 0.4432 0.6139 | 0.9161

SVM with | 0.9934 | 0.5871 0.7381 | 0.9855
RBF kernel

Decision 0.9983 | 0.9839 0.9911 | 0.9969

tree

Random forest | 0.9967 | 0.9951 0.9959 | 0.9984

Gradient | 0.9951 | 0.7773 0.8728 | 0.9251

boost
CASH OUT
Algorith | Recall | Precisio f1- AUPR
m n measur C
e
Logistic 0.982 0.1561 0.2692 0.7235
Regression 2
Linear 0.935 0.1263 0.2226 0.6727
SVM 2
SVM with | 0.977 0.1315 0.2318 0.7598
RBF 3
kernel
Decision | 0.944 0.2215 0.3589 0.5747
tree 9
Random 0.978 0.0803 0.1485 0.6296
forest 9
Gradient 0.292 0.8044 0.4294 0.5493
boost 8

=== Linear SVM - AUPRC - 0.6835 \ \3::\ N
0.2 4 === SVM RBF kernel - AUPRC - 0.5009 \ ‘\ e
-=-- Gradient Boosting - AUPRC - 0.5821 \\ \\,\ ‘:
--- Decision Tree - AUPRC - 0.6659 S
0.0 Random Forest - AUPRC - 0.7253 T
00 02 04 06 08 10 Results on train and test sets
Recall Figure 2 and table 3 summarize the results on train
set. Similarly, figure 3 and table 3 summarize the
Figure 1 results.
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Figure 2

TRANSFER - Precision-Recall curve
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CASH OUT - Precision-Recall curve
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Table 3. Results on Training set

CASH OUT
Algorithm | Recall | Precision fl- AUPRC
measure
Logistic | 0.9843 | 0.1662 0.2844 | 0.7642
Regression
Linear 0.9812 | 0.0768 0.1425 | 0.6835
SVM
SVM with 1.0 0.9982 0.9990 | 0.5009
RBF kernel
Decision | 0.5393 | 0.9452 0.6868 | 0.6659
Tree
Random | 0.4800 | 0.9892 0.6464 | 0.7253
Forest
Gradient | 0.3332 | 0.8297 0.4754 | 0.5821
Boosting

The evaluation of machine learning models for
fraud detection across different transaction types
reveals significant variations in performance that
directly correlate with the underlying data patterns.
TRANSFER transactions, reflected outstanding
results across all model architectures, with ensemble
methods particularly outperforming. Random Forest
classifier achieved remarkable near-perfect
performance metrics, demonstrating 99.67% recall of
fraudulent transactions while maintaining 99.51%
precision, resulting in an exceptional AUPRC score of
0.9984. This stellar performance was closely followed
by Decision Tree model, which showed 98.39%
precision alongside 99.83% recall. The RBF-SVM
implementation also demonstrated 99.34% recall and
58.71% precision, yielding an AUPRC of 0.9855.
These consistently high-performance metrics across
diverse model types confirm the PCA analysis findings

- TRAN_SI.:ER that showed TRANSFER transactions exhibit clear
Algorithm | Recall | Precision f1- AUPRC linear separability between legitimate and fraudulent
measure activities in the feature space. The models' ability to
Logistic | 0.9958 | 0.3066 | 0.4688 | 0.9598 maintain false positive rates below 1% across all
Regression architectures validates the effectiveness of the
Linear 0.9954 | 0.5189 0.6821 0.9247 approach for this transaction type. Contrast, CASH
SVM OUT transactions presented substantially greater
SVM with 1.0 0.9924 0.9961 0.5038 deteqtlon chaIIeng_es, as evidenced by.aII mode!s
RBF showmg.compr'oml_sed p(_arformance metrics. Logistic
Regression maintained highest recall rate of 98.22%
ke@el but suffered from severely depressed precision of
Decision | 0.9926 | 0.9992 0.9959 | 0.9997 15.61%. The RBF-SVM approach, while delivering the
Tree 97.73% recall unfortunately had 13.15% precision
Random | 0.9937 | 0.9968 0.9952 1.0 (AUPRC 0.7598), still fell far short of the performance
Forest benchmarks set by TRANSFER transactions.
Gradient | 09923 | 0.7883 | 08766 | 0.9207 Gradient Boost models revealed an extreme
Boosting precision-recall tradeoff of 80.44% precision but
detecting only 29.28% of actual fraud cases. These
results directly reflect the PCA visualization showing
non-linear, overlapping clusters in CASH OUT
transaction patterns that prove difficult for any single

model architecture to effectively separate.
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Figure 4 and 5: Train set - Precision-Recall curve
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Figure 4, Transfer Train set
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Fig 5, Cashout Train set

Table 4: Results on Test set

CASH OUT
Algorithm Recall | Precision fl- AUPRC
measure
Logistic 0.9870 0.1634 0.2803 0.7483
Regression
Linear SVM | 0.9821 0.0768 0.1425 0.6660
SVM with 1.0 0.9981 0.9990 0.5009
RBF kernel
Decision 0.5040 0.8885 0.6432 0.6176
Tree
Random 0.4781 0.9577 0.6378 0.6520
Forest
Gradient 0.317 0.8235 0.4584 0.5712
Boost
Conclusively, it was observed that all the

approaches seem to detected fraud transactions with
high accuracy and low false positives - especially for
TRANSFER transactions. With more tolerance to false
positives, it is observable that the models can perform
well on CASH OUT transactions as much as with
TRANSFER.

V. Conclusion

The study explores the application of machine
learning (ML) techniques, specifically Logistic
Regression, Linear SVM, SVM with RBF kernel,
Random Forest, Decision Tree, and Gradient
Boosting to address the challenges of detecting

TRANSFER financial fraud in digital payment systems. The
TRANSFER increasing adoption of digital payment platforms has
introduced vulnerabilities to fraud, necessitating more
Algorithm Recall | Precision fl1- AUPRC robust detection systems. Traditional rule-based
measure methods fail to adapt to the dynamic and
sophisticated nature of fraud patterns, while
Logistic | 0.9967 0.3061 0.4684 | 0.9581 imbalanced datasets complicate the training of ML
Regression models._By us_ing th_e PaySim dataset of over 6 million
transactions, including 0.13% fraudulent cases, the
Linear SVM | 0.9951 0.5212 0.6841 0.9099 study examined the effectiveness of ML techniques in
- distinguishing between legitimate and fraudulent
SVM with 1.0 0.5923 0.5961 0.5038 transactions. Principal Component Analysis (PCA)
RBF kernel was applied to reduce data dimensionality, and class-
— weight tuning was employed to address the imbalance
Decision | 0.9851 | 0.6112 0.6891 | 0.9927 problem. Six ML approaches, Logistic Regression,
Tree Linear SVM, SVM with RBF kernel, Random Forest,
Decision Tree, and Gradient Boosting, were
Random | 0.9951 | 0.9951 0.9951 | 0.9999 implemented and evaluated based on precision,
Forest recall, F1 score, and Area Under the Precision-Recall
. Curve (AUPRC).
Gradient 0.9934 | 0.7853 0.7843 | 0.9235
Boost
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The results revealed that for TRANSFER
transactions, Random Forest, Decision Tree, and
Logistic Regression achieved high recall and strong
AUPRC scores, while SVM with the RBF kernel
demonstrated competitive precision. For CASH OUT
transactions, the models also achieved strong
classification performance, with Logistic Regression,
SVM with RBF kernel, and Gradient Boosting
demonstrating particularly competitive results across
evaluation metrics. Overall, both transaction types
recorded consistently high performance, indicating the
robustness of the framework.

The findings underscore the efficacy of ML
techniques, particularly with appropriate feature
engineering and model tuning, in detecting financial
fraud. However, challenges such as minimizing false
positives to enhance customer experience and

operational efficiency persist.

REFERENCES

[1] M. Wedge, G. Canter, and P. Rubio, “Solving
the false positives problem in fraud prediction

using automated feature engineering,” in Proc.
Fraud Detection Conf., Oct. 2017.

[2] Li et al., “Modern fraud detection: From rule-
based to adaptive systems,” Applied Sciences,
vol. 12, no. 19, 2022. doi:
10.3390/app12199637. (Please check missing
full details—currently only “Ali, 2022 is in
your raw references)

[3] A. A Ali, M. A. Ali, S. Almarhoon, R.
Alshamrani, and A. Alrashedi, “A powerful
predicting model for financial statement fraud
based on optimized XGBoost ensemble
learning technique,” Applied Sciences, vol. 13,
no. 4, p. 2272, 2023. doi:
10.3390/app13042272.

[4] S. Beltozar-Clemente, A. Garrido-Merchan,
and A. Casillas, “Predicting fraud in financial
payment  services through  optimized
hyperparameter-tuned XGBoost  model,”
Sustainability, vol. 15, no. 22, p. 15776, 2023.
doi: 10.3390/su152215776.

[5] T. Ganga, S. Jayanthi, and R. Hemalatha,
“Machine learning-based anomaly detection
for fraudulent banking activities,”
International Journal for Research in Applied
Science and Engineering Technology, vol. 12,

no. 4, pp. 5307-5312, 2024. doi:
10.22214/ijraset.2024.611609.

[6] W. Hilal, M. Jemmali, and M. A. Ferrag, “A
review of anomaly detection techniques and

applications in financial fraud,” Expert
Systems with Applications, vol. 193, p.
116429, 2021. doi:

10.1016/j.eswa.2021.116429.

[7]1 C. Ju, Z. Li, Y. Yang, X. Lin, and R. Hu,
“Real-time  cross-border payment fraud
detection using temporal graph neural
networks: A deep learning approach,” Real-
Time Cross-Border Payment Fraud Detection
Using Temporal Graph Neural Networks, vol.
3, no. 2, pp. 1-12, 2025 doi:
10.70393/616a736d.323639.

[8] A. Khalid, S. Rehman, and M. Sadiq, “A
machine learning and blockchain based

efficient fraud detection mechanism,”
Sensors, 2022. doi: 10.3390/s22193162.

[9] A. Khalid, N. Owoh, O. Uthmani, M. Ashawa,
J. Osamor, and J. Adejoh, “Enhancing credit
card fraud detection: An ensemble machine
learning approach,” Big Data and Cognitive
Computing, vol. 8, no. 6, 2024. doi:
10.3390/bdcc8010006.

[10] E. A. Lopez-Rojas and S. Axelsson, “PaySim:
A financial, mobile payment simulator for
fraud detection research,” in 28th European
Modeling and Simulation Symposium (EMSS),
pp. 249-255, 2016.

[11] O. I. Odufisan, A. Olawuyi, and F. Adegboye,
“Harnessing  artificial  intelligence  and
machine learning for fraud detection and
prevention in Nigeria,” Journal of Economic
Criminology, vol. 7, no. 1, p. 100127, 2025.
doi: 10.1016/j.jeconc.2025.100127.

[12] S. Motie and B. Raahemi, “Financial fraud
detection using graph neural networks: A
systematic review,” Expert Systems with
Applications, vol. 240, p. 122156, 2023. doi:
10.1016/j.eswa.2023.122156.

[13] N. Nobel, S. Rahman, and M. Rahman,
“Unmasking banking fraud: Unleashing the

WWW.Jmess.org

JMESSP13421029

5920


http://www.jmess.org/

Journal of Multidisciplinary Engineering Science Studies (JMESS)

ISSN: 2458-925X
Vol. 12 Issue 3, March - 2026

[14]

power of machine learning and explainable
Al (XAI) on imbalanced data,” Information,
vol. 15, no. 6, p. 298, 2024. doi:
10.3390/inf015060298.

S. Motie, M. Faraji, A. Afshari, M.
Parsaeefard, E. Soroush, and B. Raahemi,
“Retracted: Financial fraud detection in
healthcare using machine learning and deep
learning  techniques,”  Security  and
Communication Networks, vol. 2023, pp. 1-
1, 2023. doi: 10.1155/2023/9758612.

[15] M. Reddy Peddamallu, “Real-time fraud

[16]

detection using graph neural networks and
federated learning,” International Journal of
Emerging Research in Engineering and
Technology, vol. 6, 2025. doi:
10.63282/3050-922x.ijeret-v6i3p116.

I. Sadgali, N. Sael, and F. Benabbou,
“Performance = of  machine  learning
techniques in the detection of financial
frauds,” Procedia Computer Science, vol.
148, pp. 45-54, 2019.

[17] V. Teja Manda, R. Sharma, S. Dubey, and P.

Ranjan, “Imbalanced data challenges and
their resolution to improve fraud detection in
credit card transactions,” 2024.

[18] M. Wedge, G. Canter, and P. Rubio, “Solving

the false positives problem in fraud
prediction  using  automated  feature
engineering,” in Proc. Fraud Detection

Conf., Oct. 2017.

[19] M. G. Wijaya, D. Prasetyo, and A. Wibowo,

“Comparative analysis of machine learning
algorithms and data balancing techniques for
credit card fraud detection,” Procedia
Computer Science, vol. 245, pp. 677-688,
2024. doi: 10.1016/j.procs.2024.10.294.

[20] J. Xian, “An imbalanced financial fraud data

model based on improved XGBoost and
RUS Boost fusion algorithm with pairwise,”
BCP Business & Management, vol. 49, pp.
410-419, 2023. doi:
10.54691/bcpbm.v49i.5445.

[21]

[22]

B. Xu, H. Chen, Z. Zhang, and L. Chen,
“Efficient fraud detection wusing deep
boosting decision trees,” arXiv, 2023. doi:
10.48550/arxiv.2302.05918.

M. Zakaria, A. Olorunfemi, O. Adebayo, and
K. Yusuf, “Detecting financial fraud in real-
time transactions using graph neural
networks and anomaly detection techniques,”
Journal of Economics, Finance and
Accounting Studies, vol. 7, no. 6, pp. 1-13,
2025. doi: 10.32996/jefas.2025.7.6.1.

[23] Y. Vivek, S. R. Chowdary, and S. Jangala,

“Explainable artificial
causal inference based ATM fraud
detection,”  arXiv, 2022. Available:
arxiv.org/abs/2211.10595.

intelligence  and

[24] L. Wasiu, “An optimised machine learning

framework for credit card fraud detection
using hybrid ensemble techniques and real-
world data engineering,” Advance Journal of
Science, Engineering and Technology, Sept.
2025.

WWW.Jmess.org

JMESSP13421029

5921


http://www.jmess.org/

