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Abstract—In this paper, smart phone security threats
and risk mitigation strategies are presented. Brief
overview of some selected cybersecurity threats
applicable to smart phones are presented. The
cybersecurity threats discussed include spyware attack,
direct  cyber-attack, drive-by download, exploit,
keylogging, Malvertising, malware,
phishing, ransomware, social engineering, spam,
Trojan, virus (computer virus), and zero-day virus.
Specifically, each of the smartphone cybersecurity
threat category is described briefly along with
description of how smartphone users’ activities can
make them vulnerable to such threat. In addition,
smartphone cybersecurity risk mitigation strategies are
presented. The cybersecurity risk mitigation strategies
presented is twelve layers of protection approach which
is based on recently developed cyber security best
practices for mobile devices and applications. The
detailed sequence of instructions for implementing some
of the security mitigation strategies are also presented.
The essence of this paper is to intimate the smartphone
users with contemporary smartphone security threats
and the best practice strategies for mitigating
smartphone security risk.
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1. Introduction

As smart phones and their application market is growing,
there is a serious battle between cyber-attackers and
defenders. Furthermore, with the advent of the emerging
technology of 5G networks and its infrastructure,
cybercrime will be on the increase [81]. Presently, smart
phone users are always subjected to diverse malicious
activities. However, many users of smart phones are not
really aware of the numerous security threats and the
implications of so certain actions they perform with their
smart phones. Also, many of the users do not know that that
smart phones can also be hacked. As such, often times,
smart phones contains even more important information
than the personal computers; such information includes,
phone numbers, photos, location data and history and stored
credit card information. Notably, according to [30], a
greater percentage of organizations had a data breach as a
result of employees using their mobile phones to access the
company’s data.
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Malware is any software used by cyber criminals to disrupt
computer operations, gather sensitive information and/or
unlawfully gain access to private information in computer
systems without the knowledge of the system user [35, 39,
40]. Computer viruses, worms, rogue security software,
Trojan horses, ransomware, spyware, adware, scareware are
different forms of malware which is a common name used
to for all malicious software. Executable codes and active
contents, as well as executable scripts and other software
are the various means of spreading malware. Nowadays,
with the rapid adoption of mobile devices like smart
phones, the rise of malware targeted at smart phone users
has also increased. Malware software are often disguised or
embedded in non-malicious files, such as .jpeg, .exe, .mp3,
.gif, .mpeg and so on[74]. According to the statistics of
mobile ad fraud and malware report for 2021[82], about
21% of the most malicious apps were in the games
category, 17% were in entertainment and lifestyle category
while 20% were in tools and personalization category .
Although smart phone app giants like Google and Apple
scan the applications in their app stores for malware, but
users are still exposed to different kinds of attacks because
of their online activities. According to [34], information
security market is expected to reach $170.4 billion in 2022
and most threats according to [30, 35-38] includes data
leakage, malware, direct hackers attack, phishing and social
engineering attacks, as well as, communication interception
and spoofing attacks, stolen and lost of phones [41,42].
According to the research conducted by Kaspersky [83], the
report on the categories of mobile malware detected in
2021, shows that adware which is a form of spyware attack
represent 42% of all detected mobile malware in 2021.
Accordingly, in this paper, several categories of smart
phone security threats and risk mitigation strategies are
presented. The essence of the paper is to intimate the
smartphone users with contemporary smartphone security
threats and the best practice strategies for mitigating
smartphone security risk.

2 Overview of selected cybersecurity threats

Today, numerous cybersecurity threats are already in
existence, new threat categories are also being created
while the existing threats categories are also evolving and
giving rise to different versions or variants of each given
threat category. In this section a brief overview of some
selected cybersecurity threats applicable to smart phones
are presented. The cybersecurity threats discussed include
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spyware attack, direct  cyber-attack, drive-by
download, exploit, keylogging, Malvertising, malware,
phishing, ransomware, social engineering, spam, Trojan,
virus (computer virus), and zero-day virus. Specifically,
cach of the smartphone cybersecurity threat category is
described briefly along with description of how smartphone
users’ activities can make them vulnerable to such threat.

2.1. Spyware attack

Spyware is a form of malicious software that is capable of
gathering personal information of an internet user, without
their permission. The information it collects is then sent to a
third party without the information owner’s consent
[39,40].There are 4 main different types of spyware,
namely; system monitors, Trojans, adware and tracking
cookies. Spyware is mainly used for tracking a user’s
movement online and serving dangerous pop-up ads.

Smartphone users can get infected with spyware by visiting
certain websites, by responding to pop-up messages that ask
them to download an application or program, and also
through security holes in the browser or in other software,
etc.

Generally, spyware is always hidden and can be difficult to
observe. Individuals might notice a spyware infection when
the virus starts using their system’s resources and slows it
down.

2.2 Direct cyber-attack

A cyber-attack is an offensive action by cyber criminals to
deploy malicious code into systems with the intention of
destroying, altering, stealing or taking any other advantage
from this action [43]. The target of cyber-attacks includes
all categories and sizes of information and communication
technology (ICT) infrastructure, whether they are for
individual or organization devices or networks.

Direct cyber-attack can occur in any of the following
instances:

. A system user uses an infected secondary
storage device like flash drive on his/her
system or mobile device

ii. A mobile device or system user visits a
malicious website using an outdated
application, system or programming software
or click on phishing links

1. Someone browses the internet using an
unsecured public wi-fi etc.

2.3 Drive-by download

According to [44, 45, 46, 47, 48, 49], a drive-by
download can refer to two things:
i. A download which a user authorized but without
understanding the consequences (example:
downloads which install an unknown or

counterfeit executable program, ActiveX
component, or Java applet).
ii. The wunconscious download of malicious

software into a computer or mobile device.

Drive-by downloads can happen when a smartphone user
visit some malicious websites, when reading an email or by
clicking on a deceptive pop-up window. This type of attack
usually affect a browser, an app or operating system that is

obsolete and has bugs or other security flaws that has not
been patched [44, 45, 46, 47, 48, 49]. Outdated applications
are risk and hack tools used by cybercriminal for malicious
purposes. This is why it is important to constantly maintain

software updated.

2.4 Exploit
An exploit is a piece of software, a chunk of data, or a set
of commands that takes advantage of a bug, glitch or
vulnerability for malicious purposes. Exploits can cause

disruptions in the behavior of computer software, hardware,
or something electronic (usually computerized) [35,39,40].

By using exploits, cyber criminals can gain control of our
computer or smartphone and carry out malicious activities.

One of the ways to protect smartphone user from exploits is
to keep the smartphone software updated at all times and
also take all essential security measures [58].

2.5 Keylogging

Keylogging attack is a form of attack where a cybercriminal
uses malicious software to record or log the keys that a
computer or mobile device user strikes on keyboard in
order to get confidential information about the user in a
concealed manner. The information stolen could be
passwords, addresses, debit/credit card details and so on
[72, 84].

People can intentionally install key loggers in systems for
malicious purposes. Cyber criminals can also install
keyloggers on systems remotely without the knowledge of
the system owners.
Although many anti-spyware applications can detect some
software-based keyloggers and quarantine, disable or
cleanse them, but there is no solution that can claim to be
100% effective against this type of threat [72].

2.6 Malvertising

Malicious advertising otherwise known as Malvertising a
form of adware attack whereby malware is spread through
online advertising.Cyber criminals inject malicious or
malware-loaded code into online advertising networks or
legitimate websites, which then infect your systems through
clicking, redirection or drive-by downloads [73].

Since online ads are managed by online advertising
networks, even a legitimate website may host an infected
web banner, although the website itself remains
uncompromised [73].
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Some key mechanisms used by cyber criminals to spread
Malvertising include drive-by downloads, hidden iframes,
pop-up adverts as well as web widgets and malicious
banners. Another key mechanism used to spread
Malvertising include third-party applications, specifically,
the use of help desk, customer relation systems, and
forums. [73].

2.7 Phishing

Phishing is another form of attack that cyber criminals use
in order to steal sensitive information such as usernames,
passwords, and credit card details. The attackers often times
pose as a trustworthy or ligitimate entity and uses emails
messages, social media and other forms of electronic
communication to deceive innocent people. Phishing links
are risk and hack tools.
Phishing is an example of social engineering techniques
used to deceive users, and exploits the poor usability
aspects of current web security technologies [41].

Phishing is done through emails, instant messaging apps or
social media posts (on Facebook, Twitter, LinkedIn, etc.)
[75].

2.8 Ransomware

Ransomware is a form of malware that essentially holds a
computer system captive while demanding a ransom [76].
Ransomeware attack locks user out of his/her computer or
mobile device by either encrypting files on the hard drive or
by locking down the system and displaying messages that
can extort individuals into paying the attacker to remove the
restrictions by providing a decryption key.

When one is attacked by a ransomeware, the chances of
retrieving data are slim, except one is willing to pay the
ransom. This is why having a data back-up in a secure
location is good [59]. The attacker will promise to either
decrypt the files, or send an unlock code that can decrypts
the files/system once the ransome is paid but there is no
guarantee that this happening. Trojan-ransom is responsible
for most ransomware attacks on mobile devices

Ransomware which spreads like worm could infect systems
through downloaded files or other vulnerabilities in a
network service [76].

2.9 Social engineering

Social engineering is a form of attack which relies on the
psychological manipulation of the victim and persuading
the victims to perform certain actions or divulge
confidential information [42].

Cyber criminals attack information system using
impersonation, blackmails and lies, as well as bribes,
threats and tricks. Also, they use social engineering attacks
which includes phishing, whaling, pretexting, baiting, spear
phishing and scareware [85].
Some instances includes cases where cyber criminals

deceives their victims into revealing confidential
information relating to their companies by pretending t be
firefighting marshals, plumbers, contractors or other agents
that require such information. [77]

2.10 Spam
Spam refers to unsolicited emails and other forms of
messages that fill our inboxes. But recently spam has
spread to instant messaging apps, texting, blogs, forums,
search engines, file sharing and social media [39].

Spam messages sometimes looks safe but can also spreads
viruses, worms and other types of threats. It can also
promote deceptive marketing.

2.11 Trojan

A Trojan horse is a form of malicious software that
conceals itself as a normal application or file to deceive a
computer user into downloading and installing malware.
The different types of Trojan for mobile devices includes
Trojan-spy, Trojan-dropper, Trojan-banker, Trojan-SMS
and Trojan-ransom

A Trojan can do many dangerous things to your system,
like give cyber criminals unauthorized, remote access to
your infected computer [40]. Once that happens, cyber
criminals can:

o Steal login informations and debit/credit card
information

e Install more malware, modify files,

e Monitor user’s activities through screen watching,
keylogging and so on.

e Use the computer in botnets (i.e collection of
Internet-connected programs communicating
with other similar programs in order to spread
malware),

e Encrypt files, like in the case of ransomware

e Crash user’s computer system

e Format system hard disks and destroying all the
contents on the device, etc [78].

There are plenty of ways in which your system can become
compromised by a Trojan [78]:
o through email attachments
e software or music downloads
e unsafe instant messages
e peer 2 peer downloads
o filling of online forms
e drive-by downloads, etc.

2.12  Virus (Computer Virus)

A computer virus is a form of malware that is capable of
replicating itself and spreading to other computers and data
files. Viruses attach themselves to other programs and
execute code when the infected program is launched. They
can be used to harm computer system, steal information,
create botnets, log keystrokes and so on[79].
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Viruses can also spread through web applications,
downloaded documents, active-X files and cross-site
scripting files. Often times viruses install themselves
without the knowledge of the system user because cyber
attackers uses software vulnerabilities, bugs, exploit etc to
gain access to computers. Viruses can reside in executable
files, data files and boot sector of hard drive. Furthermore,
the polymorphic nature of some viruses makes it difficult
for them to be detected with an anti-virus software [79].

2.13 Zero-Day virus

The flaws in a software can be discovered by a cyber
criminals and at they can exploit it, in this case, the
software developer or vendor has zero-day to fix the
flaw. That is why such attach is called ‘zero-day’
attack. They exploit that vulnerability, launching an attack
that users cannot defend themselves against. Antivirus
programs rely upon signatures to identify malware, but the
signature for this new breed of malware or virus is not in
their database, because it is new and has not been sampled.
So an-tivirus solution is not very effective against Zero-Day
attacks. Additional security solutions to protect users from
advanced zero-day attacks is needed[80].

Zero-Day viruses can be gotten through :

e drive-by downloads

e malvertising

e spam

e through email attachments

e software or music downloads
e unsafe instant messages

e peer 2 peer downloads

The difference is that, once you get infected, there is very
little you’ll be able to do to stop the infection and mitigate
its effects [80].

3. Mitigation Strategies for Mobile Security Risks
Smartphone cybersecurity risk mitigation strategies are
presented in this section. The cybersecurity risk mitigation
strategies presented is twelve layers of protection approach
which is based on recently developed cyber security best
practices for mobile devices and applications [50-55].
3.1. First layer of protection: activate a screen lock
The first layer of protection for mobile devices, tablets and
laptops is activation of automatic screen lock after a short
period of inactivity (for example, 30 seconds) [56, 57]. In
addition, automatic wiping of the device after 5 failed login
attempts is also very important.

There is always the possibility of loosing mobile devices,
tablets and laptops. As such, the choice of approach for
implementing screen lock on mobile devices, tablets and
laptops is important. Using PIN code for screen lock is not
advisable; it is the easiest one to breach through shoulder
surfing attack. Rather, using a unique password that is long
and mixed with letters, digits, numbers and symbols is
recommended. Also, one can combine patter and fingerprint
to wake up the phone and also to lock the phone. Biometric
is another means of authentication because it is difficult to
breach or replicate. Fortunately, Android and other

smartphones have the biometric screen locking facility.
Putting this layer of protection in place, keylogging and
some form of physical engineering attacks can be mitigated.
3.2. Second layer of protection: Mobile applications
security (apps)

3.2.1 App Security Settings

In the past decade, there were huge innovations regarding

the mobile phone market but now

Generally, smartphones are designed to run operating
systems which can accommodate several mobile
applications. Both the smartphone operating systems and
the application programs are liable to have bugs and are
inevitably subjected to different forms of security
vulnerabilities [58, 67]. Consequently, the way smartphone
users deploy mobile applications and enforce the privacy
layers is important.
This layer of protection can mitigate spyware, direct cyber,
drive-by download, exploit, keylogging, malvertising,
malware, ransomware, phishing, Trojan, zero-day, virus
and some other forms of attack.
Two of the App Security Settings strategy presented are:

i. Use official app stores to download and install an
app and disable the option to allow installation of
third party applications

il. Check and set the permissions settings for the apps

Use official app stores to download and install an app
and disable the option to allow installation of third
party applications

In order to decrease the possibility of being infected,
mobile application users should always use official app
stores to download and install an app and disable the option
to allow installation of third party applications. Most third
party applications carry malware that can harm mobile
devices.

For Android phones, users can disable the option to allow
installation of apps from sources other than the Play Store.
This can be achieved using this sequence of menu selection
on Android phone: from Settings = Security = Unknown
sources, slide the button to turn off as presented in Figure 1.

Check and set the permissions settings for the apps
However, this does not mean that an app or game from the
official store is 100% secure , sometimes, even popular
apps, with more than 5 million downloads, can prove to be
infected.

In addition, check the permissions for the installed apps and
deny the apps access to what they are requesting for if you
suspect anything malicious. For Android phone users, as
presented in Figure 2, users can go to Settings > Apps =
App permissions and check exactly what apps required
permissions.

As presented in Figure 3, the Android smartphone user can
check permissions granted for each app installed on the
smartphone. This can be accomplished using the following
sequence of instructions, as shown in Figure 3: go to
Settings = Apps and scroll through the list of apps, click
on one and individually check what permissions they
requested and what you gave them access to [59, 64, 65].
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Device administrators
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Allow installation of apps from sources other than the Play
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Credential storage
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Your phone and personal data are more vulnerable
to attack by apps from unknown sources. You
agree that you are solely responsible for any
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Figure 1 How to disable option for third party app installation

€  Configure

$ Android System WebView App ks
PRETT b Defauit Apps.
Draw aver other apps.
B Calculator
Maodily system settings
Casendar
B Battery optenisatin
Camera
o

A, Clech

Figure 2: Setting of App permissions in Android phones

(e
9 L-XIIIIM
L
ﬂ M35

[ s:o«lm
.o

G soovenn

v Google Comnectivity Services

. Google Play Newsstand

B Google Play Store

[
by Google Play services
oA

2

JMESSP13420874

WWW.Jmess.org

4589



Journal of Multidisciplinary Engineering Science Studies (JMESS)
ISSN: 2458-925X
Vol. 8 Issue 7, July - 2022

€ App permissions : < App permissions
q Chrome & Bady Sensors
B camen [ ]
f Calen dar
FORCE STOP b
B Contact
Bocmeran —= PR
Sorage o =
A ° Locatson
i_-F Calculato o [ Werophone a Contacts
m songe ®
Calendar raieslon Location
Permissions Q
Microphone
g Camen Nouficsts [} o
SM5
c Cheome Opste by defauh =
]
Py cronen Batiery m Sow
)
L] Telephone
5 epho

Figure 3 How to check permission of each Application in Andriod phone

3.2.2 Use of Clueful Tool

Clueful is a mobile application developed by Bit-defender
and is designed to look over what permissions are requested
by each app and warns the user if it is a potential threat. So,
Clueful can make it easier for smartphone users to manage
their app permission settings. As presented in Figure 4,
clueful app knows the android and iOS operating system
and the privacy risk associated with the applications

) | B 3 cluefulapp.com]

Top fre«

.Pyr:m.'nidnun
Flr!gor(?lympic

Tower Bloxx Deluxe 3D

@

(TR iSniper 3D

Fix-it Felbx Jr.

Clueful App

installed. Also as presented in Figure 5, clueful app can also
detect the mobile applications that can harm the mobile
devices because of privacy issues associated with the
application.

Notably, this form of protection can mitigate spyware,
exploit, malware, ransomware, drive-by download, Trojan,
zero-day, virus and some other forms of attack not listed
here.

f See what people ans saying

Clueful

You'd be surprised how many things an app can leam
about you and what you do. Without you ever knowing
[
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O e (00
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Figure 4 Clueful App showing iOS apps that can harm mobile eVices
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Figure 5 Clueful app showing risky apps

3.2.3 Cleanup of Apps Using Spring App Cleanup Tool

One can also do a spring cleanup of apps. It is generally
known that most apps that are not in use are not always
updated by the mobile user and such outdated apps are
potential security risks. So, one of the security measures is
to check all the installed apps and remove the ones that are
not in use anymore. This form of protection can mitigate
spyware, drive-by download, exploit, Trojan, zero-day,
virus and some other forms of attack.

3.2.4 Battery, data and memory consumed apps
Smartphone users should regularly check out the apps that
consume the most battery, data or memory, to see if there is
anything suspicious about them. This way, the user can
detect if the smart phones has been compromised.

3.2.5 Update Apps

Outdated apps leaves our data exposed to attacks and our
smartphone are more vulnerable to security risks. As such,
with each app that remains outdated, including browsers,
our phones are more vulnerable to infections. Therefore, it
is recommended that mobile users update their applications
regularly on a daily basis. This form of protection can
mitigate spyware, direct cyber, drive-by download, exploit,
keylogging, malvertising, malware, ransomware, phishing,
Trojan, zero-day, virus and some other forms of attack.

3.3. Third layer of protection: web browsing protection
3.3.1 Using Ad blocker
Ads on our smartphones can be exploited by cyber

criminals. Notably, malware like Malvertising can be
served right on our smart phones through ad servers — and
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we do not even need to click on anything in order to get
infected. As such, an ad blocker is needed on our
smartphone not only because ads are intrusive but also a
security measure [62].

Particularly, an ad block software will help decrease the
chances of infection. As presented in Figure 6, the adblock

AdblockPlus

Surf the web with @

no annoying ads!

plus app is a good adblocker app that can block malicious
advertising ads. The app user also has the option to select
websites to block malvertising ads. This form of protection
will mitigate malvertising, exploit, drive-by download,
spyware, spam, Trojan and other forms not attacks not
listed here.

© AdblockPlus Q
: - )
This website.

Tha pages ®

w4

F/

6 Adblock plus app

3.3.2 Blocking POP-UPs
Blocking pop-ups will also help and that can be performed
from the browser settings. For Firefox browser, for
example, the following sequence of instructions can be
followed to achieve that: Settings = privacy & security >
Block Pop-ups = and make sure it is selected as presented
in Figure 7. For Chrome, go to settings = privacy &

53 Settings = ¢
“« o] @ Firefox about:preferences#privacy
(‘?‘,3 General &) Autoplay
(@l Home G2 Virtual Reality
Q, search
=8 Block pop-up windows
&) Privacy 8 Security
(:) Sync
B mMore fram Mozilla

= Warn you when websites try to install add-ons

security—> Site settings = pop-ups and redirect = then
select Do not allow sites to send pop-ups or use redirect
option, as presented in Figure 8. Similar steps can be taken
for other browsers. This security measure will block drive-
by download, exploit, monitors, Trojans, adware, tracking
cookies and malvertising attacks.

Settings...

Settings...

Exceptions...

Exceptions...

Firefox Data Collection and Use

We strive to provide you with choices and collect only what we need to provide and improve

Firefox for everyone. We always ask permission before receiving personal information.

Privacy Motice

Allow Firefox to send technical and interaction data to Mozilla Learn more

£ Extensions & Themes

@ Firefox Support

Allow Firefox to install and run studies View

Learn more

Firefox studies

Allow Firefox to send backlogged crash reports on your behalf Learn more

m 8 E\E =

Figure 7 Blocking pop-ups apps in Mozilla Firefox browser
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Figure 8 Blocking pop-ups apps in Chrome browser

3.4. Fourth layer of protection: beware of phishing

Cyber attackers can use phishing techniques to withdraw
money from us, steal our identity, open credit card accounts
in your name and much more. Phishing attack can by-pass
even the strongest antivirus. A recent mobile threat
called Mazar BOT — is a virus that spread via links sent in
through text messages and it can give an intruder
administrator rights on the victim’s phone [59, 63, 71]. This
allows the attackers to read, send and receive SMS, call
people, and even erase the phone. Hence, it is the
smartphone users should keep guard against phishing on all
devices  whether  desktop, laptop,  tablet or
smartphone. Smartphone users should avoid clicking on
suspicious links that we did not request and also be careful
with those attachments we download via email or instant
messaging services.

It is much harder to spot a phishing page on mobile phone
than on personal computer (PC) or laptop. That is why it is
important that smartphone users are advised not to click on
links that the user never requested and do not know where
they lead (especially short, hidden links). If somehow the
user end up clicking on them and they require sign-in, the
user should not give away the user’s credentials. This layer
of protection will mitigate phishing and other forms of
social engineering attacks

3.5. Fifth layer of protection: activate remote device
locator

In case our smartphone is ever lost or stolen, the easiest
way to remotely locate it is by installing a dedicated app
and making sure that the option to track its location is
always turned on [59,61]. The following remote location
applications are available for mobile device users: For iOS
users, there is a tracking solution or application called
“Find my iPhone”; for Microsoft, there is “Find my phone”;
and for Android users, there is “Find my device” or
“Android device manager”. This layer of protection will
take care of stolen or lost phones.

3.6. Sixth layer of protection: activate automatic backup

One of the smartphone security measures is to
have automatic backups in cloud. This option is available
on all smartphone operating systems. All the user need to
do is to enable it (or not disable it, in case it is already set as
default). In case the phone is lost, destroyed or stolen, we
will not have to worry about the fact that we did not get the
chance to backup all our data on it. The data and
applications will synchronized and back up in the cloud
automatically [59, 68].

The screenshot showing how to activate backup in android
phone is presented in Figure 9 In order to backup Photos
the user will have to go in the Photos app and configure it
separately, the user can choose what folders to backup and
at what size to upload the photos.
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¢  Backup &reset

Back up my data
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Automatic restore

When reinstalling an app, restore backed up settings and .

data

Network settings reset

Factory data reset

<  Back up my data

On

Automatically back up device data (such as Wi-Fi passwords and
call history) and app data (such as settings and files stored by apps)
remotely.

When you turn on automatic backup, device and app data is periodically
saved remotely. App data can be any data that an app has saved (based
on developer settings), including potentially sensitive data such as
contacts, messages and photos.

Figure 9 Screenshot showing how to activate backup in android phone

Anytime a user whose device was stolen or damaged gets a
new device and set up using their credentials for Apple or
Google account, all data and applications will be restored
automatically. One can also set up the data to automatically
backup in other accounts, such as Dropbox. This layer of
protection will mitigate ransomware attack.

3.7. Seventh layer of protection: activate two-factor
authentication

Irrespective of the type of account the smartphone user has,
Apple, Google or Microsoft account, activating the two-
factor authentication as a second layer security is important.

Signing in with 2-step verification

Every time the user want to sign in on a new device or from
a new location, it will require the user to verify his/her
identity through a unique, time sensitive code, that user will
receive via text message or using key [56, 57].

It is important that the smartphone user use different
passwords for all his/her accounts. However, in case that
someone manages to steal a phone, access it and find out
the password, they will not be able to get through this
second step of authentication. Signing in process of two
step verification is presented in Figure 10. This layer of
protection will mitigate keylogging and direct cyber-attack.

Sianing in will be different

You'll need verification codes:

After entering your password, you'll

enter a code that you'll get via text
voice call, or our mobile app

Keep it simple

Once per computer, or every time:
During sign in, you can tell us not to
ask for a code again on that particular
computer.

Help keep others out

You'll still be covered:
We'll ask for codes when you (or
anyone else) tries to sign in to your
account from other computers

Figure 10 Signing in process of two step verification
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3.8. Eighth layer of protection: turn on encryption

If a smart phone offers the option to encrypt the data on it,
it is important to enable that option. In such case, full disk
encryption can be implemented. Specifically, full disk
encryption is a form of encryption for Android device
where encryption key is used to encode all user data [60,
69]. During the encryption process, the device will ask the
user to set a password to unlock the device and decrypt the
data on it. If a user forgets the password, only a factory
reset will grant the user access back into the system.
Unfortunately, the option to encrypt data is available for a
limited number of operating systems, such as the latest
Android versions and iOS. This layer of protection will
handle ransomware attack.

3.9. Ninth layer of protection: install an antivirus

Another important smartphone security measures is the
installation of trustworthy antivirus. Although anti-virus
solutions for mobile device are not as potent as their
desktop versions, but they better than not having antivirus
installed. Also smartphone users need to have an antivirus
product installed on our PCs. If PC is infected with a virus
and phone is connected to it via USB, then the phone will
also be infected [59, 66].

It is not a safe practice to connect smart phone to unknown
computers. They might be infected with malware and end
up infecting the mobile too. This layer of protection
although not very effective, can mitigate spyware, direct
cyber, drive-by  download, exploit, keylogging,
malvertising, malware, ransomware, phishing, Trojan, zero-
day, virus, monitors, adware, tracking cookies and spam
attack.

3.10. Tenth layer of protection: use a secure connection
Smartphone users are also advised to only use secure
wireless connections. That means the user should not use
free or public wi-fi, especially when accessing sensitive
data. This is because on public networks information are
accessible to anyone with the requisite knowledge of how
to do so [60, 70]. A Virtual private network (VPN) can
also protect smartphone user. VPN is a network created to
protect users activities, it encrypts users internet traffic and
data. Smartphone users can easily set up a VPN on today’s
smartphones.

Smartphone users are also advised always turn off their
Bluetooths. It is not a secure way to communicate and
should only be enable when necessary. This layer of
protection can mitigate direct cyber, drive-by download,
exploit, keylogging, malvertising, malware, ransomware,
phishing, Trojan, zero-day, virus, adware, monitors and
some other forms of attack.

3.11. Eleventh layer of protection: have a Factory Data
Reset

If phone users plans on selling their phones, they should
make sure they do not forget todo a Factory Data

Reset before giving it away [58]. This way they will wipe
all the data that was stored on it, including access to their
accounts, system and app data and settings, downloaded
apps, photos, music or any other data. This layer of
protection can mitigate ransomeware attacks.

4.0 Conclusion

This paper presented some of the security threats that affect
smartphone phone users and their defense mechanism. With
the advent of the emerging technology of 5G networks and
its infrastructure, cybercrime will be on the increase.
Accordingly, cybercrime is always prevalent when the
network and device users are ignorant of the security threats
and the strategies that can be used to mitigate the risk. Also,
many smartphone operating systems are equipped with
features and settings can be enabled or disabled to mitigate
many of the risks. However, ignorance on the part of the
users is one of the major reasons for the rising cyber-
attacks. Accordingly, in this paper, simple steps to be taken
by smartphone users to mitigate many of the widespread
cyber security risks are presented.
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