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  Abstract —A wireless sensor network (WSN) is a 
network formed by a large-number of sensor 
nodes, where each node is equipped with a sensor 
to detect physical phenomena such as light, heat, 
pressure, etc. WSNs are regarded as a 
revolutionary information gathering method to 
build the information and communication system 
which will greatly improve the reliability and 
efficiency of infrastructure systems. Compared 
with the wired solutions, WSNs feature easier 
deploy met and better flexibility of device. With the 
rapid technological development of sensors, WSNs 
will become the key technology for IoT. Starting 
with a brief overview of WSN, and discusses the 
current state of the security attacks in WSNs. 
various types of attacks are discussed and future 
direction in WSNs security is also included. 
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I. INTRODUCTION 
     The wireless networks contain hundred or thousand 
tiny and low cost , low power and self-organize sensor 
nodes perform the functions in network. The sensors 
nodes are used for monitoring different environment in 
the cooperative manner and compute the data for 
analyzing. The two components of wireless sensor 
network: aggregation and base station. Aggregation 
collects the information from their nearby sensors, 
integrate them and send them to the base station for 
processing. The WSN nature of communication is 
unprotected and unsafe because of deployment in 
hostile environment, limited resources, an automated 
nature and untrusted broadcast transmission media, 
the most of security techniques are not sufficient in 
WSN network and security is a vital required for 
networks. The main objective of this paper is to review 
different issues such as confidentially, authenticity and 
availability.   
     The challenges of security in WSN are totally 
different from traditional network security due to 
inherent resources and computing constraints. Sensor 
nodes are often deployed in large accessible areas that 
present the added risk of physical attack. Most of the 
early proposed network techniques in the past 
assumed that all nodes are cooperative and trust 
worthy. However, this is not the case for many sensor 
network applications today, that require a certain 
amount of trust in the application.  

 

 
II. WSNS SECURITY ISSUES  

    This section we discuss various issues concern with 
the security of WSNs including limitations, unreliability, 
etc. the signals along with communicating and 
performing simple computational tasks. Common 
functions of WSNs are broadcasting, multicasting, 
routing, forwarding and route maintenance. WSNs 
have many constraints from which results in new 
challenges. The sensor nodes have extreme resource 
limitations and unviable communication medium and 
the too in unattended environment which make it very 
difficult for the employed of the existing security 
approaches due to the complexity of the algorithms 
working for sensor platform. In order to effectively 
implemented approaches, required amount of data 
memory, code space, and energy is required . 
However, due to small size of sensor nodes, these 
resources are limited. 

 
A. Limited memory and storage 

     The memory of tiny sensor nodes usually ranges 
from 2KB to 256 KB. While storage ranges from 32 KB 
to 2 GB. 

B. Limited power 
     Energy (power) is the biggest constraint in wireless 
sensor capabilities. It is of the main reason that nodes 
are subjected to failures, or more general, it due to 
environment changes. Therefore, the energy 
consumption must be minimized for long file, the 
necessities both the power efficiency of the hardware 
along with the efficiency of security and other routing 
protocols as show in Table 1.  
 
 
 

Layer  Attacks 

Application layer Repudiation data 
corruption  

Transport layer Session hijacking , SYN 
flooding, wormhole, black 
hole, location disclosure 
attacks 

Data link layer Traffic analysis, 
monitoring disruption   

Physical layer  Jamming , interceptions, 
eaves dropping 

Multi-layer DoS, impersonation, 
replay, man-in-the- 
middle. 

 
                                   Table I.   attacks in network layers  
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A. Sensor networks: the limitations  
     A distributed sensor network consists of thousands 
low cost and low power small sensors as show in 
Figure 1. The sensors are embedded devices that are 
worked via wireless media, usually integrated with a 
physical environment , and are capable of acquiring 
and processing the signals along with communicating 
and performing simple computational task. 

B. Unreliability of Communication 
       One of the major threads to sensor security is the 
very nature of the wireless communication medium, 
which is inheriting insecure. The wireless medium is 
open and accessible to anyone unlike wired networks, 
where a device has to be physically connected to the 
medium.  
C. Cryptography and Non-Cryptography Related 
Attacks  
     Some attacks are non-cryptography related, and 
others are cryptographic primitive attacks. Figure 2 
shows cryptographic primitive attacks. Physical layer 
attacks Wireless communication is broadcast by 
nature. A common radio signal is easy to jam or 
intercept. An attacker could overhear or disrupt the 
service of a wireless network physically. 
Eavesdropping: Eavesdropping is the intercepting and 
Table 1 Security Attacks on Each Layer of threading of 
messages and conversations by unintended receivers. 
The mobile hosts in mobile ad hoc networks share a 
wireless medium. 
 
    The majorities of wireless communications use the 
RF spectrum and broadcast by nature. Signals 
broadcast over airwaves can be easily intercepted with 
receivers tuned to the proper frequency. Thus, 
messages transmitted can be overheard, and fake 
messages can be injected into network. Interference 
and Jamming: Radio signals can be jammed or 
interfered with, which causes the message to be 
corrupted or lost. If the attacker has a powerful 
transmitter, a signal can be generated that will be 
strong enough to overwhelm the targeted signals and 
disrupt communications. The most common types of 
this form of signal jamming are random noise and 
pulse. Jamming equipment is readily available. In 
addition, jamming attacks can be mounted from a 
location remote to the target networks. 
 

 
                Fig.1. Security Issues in WSNs 

 

 

   

 
 

                  Fig. 2.Types of cryptography 

 
III. Conclusions 

   Thinking like the attacker people understands better 
their goals and intensions. Now, popularity of WSNs 
increases, and takes attentions. This will help them to 
protect their systems and networks better for the future 
intrusions. It will help us to create better intrusion 
detection systems.   This paper treats security 
challenges in WSNs, which differ from the ad hoc 
networks with more severe restrictions in terms of 
energy, computation capabilities and communications. 
Consequently, the solutions of security must thus be 
adapted. In the case of WSN, security has been an 
increasingly significant subject. Due to resource 
limitations, it is quite impossible to provide a strong 
security to a WSN. In the present paper, attacks and 
defenses referenced from 1997 till 2013 have been 
summarized and particular solutions were proposed.      
As all WSNs attacks and counter attacks have been 
presented the extensive study could offer a review of 
the relevant topic for future research on WSN security.         
Future work should focus on finding a solution for 
combinational link layer attacks, designing the MAC36 
protocol, or securing WSNs links against collision and 
DoS attacks. More comprehensive research is also 
necessary to measure the efficiency of algorithms in 
terms of resources available. 
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