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Abstract— Electromagnetic Interference (EMI) 
is an important part of any design of electrical 
devices especially when communication data is 
transferred, it will be so crucial. However, EMI is 
divided into two main categories: random 
environmental occurrence and Electromagnetic 
attack. To achieve data transmission safety, 
secure route optimization, active and passive 
shielding are routine approaches. However, there 
are another type of shielding in the form of 
software immunity which can be done by 
cryptography, coding and message authentication 
code based (MAC-based) Hash function as 
software shielding of communication data 
transferring. So several new types of MAC-based 
Hash functions are introduced and their main 
parameters are compared. Then suitable MAC-
based Hash functions for proposed application 
are selected and discussed.  

Keywords—message authentication code; MAC 
Hash function; Electromagnetic Interference; 
Shielding 

I. INTRODUCTION 

Nowadays, Electromagnetic interference (EMI) has 
become a gradually more important matter in high-tech 
mixed system designs [1]. As many user friendly 
functions are put on communication and electronic 
devices, such as the amelioration of graphically 
efficiency and comfort, and the increase of security 
Contains passive and active, The contents of 
Information Technology (IT) are brought into the 
electronic devices and systems in the forms of 
network, software, and etc. [2]. In this way, cyber-
security Troubled Issues produce many harmful impact 
for malfunctioning data transmission. Cyber-physical 
networked systems (CPNS) may operate in the hostile 
environment and the sensor nodes in CPNS lacking 
Tamper-resistance hardware increase the possibility to 
be compromised by adversaries [2], [3]. 

In previous research, a number of project have 
been made to limit false data injection in 

communication networks; But those projects have their 
problems and cannot be used to Good Resistance whit 
attacks related to CPNS [4]. So, data authentication is 
required, too. As Hierarchal Algorithm for cyber-attack 
to communication data transferring between two 
critical nodes, route optimization considering 
electromagnetic compatibility (EMC) phenomena, 
passive and active shielding and then virtual software 
shielding must be designed and implemented. Firstly, 
to contribute more attention for probabilistic 
electromagnetic attack area, the optimized route 
considering route drop, cost and EMI omission should 
be obtained. Secondly, using shielded cables, piece 
wise continuous and discrete conduits are preferred for 
high risk electromagnetic (EM) field attack area. 
However, in this paper we focus a virtual shielding 
based on authentication using MAC-based Hash 
functions. It is obvious that coding is initially must be 
done for more data security based on bit error rate 
(BER) calculation that it is designed convolutional 
codes or turbo codes [5]. All of the software operation 
including cryptography, coding and Hash functions can 
be called software shielding effectiveness (SSE). This 
paper only emphasizes the recent MAC-based hash 
function for SSE. So several MAC-based types except 
standard types such as ECBC, FCBC, XCBC and 
HMAC is discussed and compared for proposed 
application.  

II.  EMI AND DATA TRANSMITION 

The probability of intentional electromagnetic 
interference has been perceived and searched in 
different and scientific papers [6]-[8]. In this regard, 
intentional electromagnetic environments (IEME) are 
classified by technical properties of the source, these 
properties include: [9]–[12]: 

1) The threat level or Peak electric field; 

2) Bandwidth classification or Frequency coverage; 

3) Average power density  

4) Energy content;  

5) Coupling mechanism such as radiated or 
conducted [13]. 
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Specification of EMI sources and the definition of 
their effect has a high preference during the Step 
Design and for electromagnetic compatibility (EMC) of 
each system [14]. It is clear that modeling technique is 
not proper to forecast the EMI problems (noise levels) 
in EM-attack [15].due to the widespread use of 
electronic and communication equipment in Industrial 
applications and high security places, Research in the 
field of electromagnetic shielding materials every day 
becomes more and more important. [16]. Due to 
probability EM attack to data transferring from EM 
source to destination electronic-communication 
devises, route optimization, shielding and then SSE 
must be analyzed. In the following sub-section, above 
methods are introduced briefly.  

A. EMI simulation 

 To achieve Electromagnetic situation of an 
environment, field distribution simulation should be 
done. Especially flux density distribution simulation for 
magnetic field detection is taken to account as primary 
research work. In past research paper, several 
numerical techniques such as Finite Element Method 
(FEM), Finite Difference Time Domain (FDTD) method 
of moment (MOM), Time Domain Physical Optics 
(TDPO) are used. Also, the hybrid method such as 
improved Finite Element Boundary Integral (FE-BI) 
method with TDPO for precise 3D field simulation of 
combinative-complex objects presented in many 
researches [17]. A key research paper presents a 
hybrid methodology that combines an extended from 
FDTD method with TDPO for analysis of 3D scattering 
of combinative objects in complex EMC problem [pier 
time domain].  

B. route optimization 

 The important reason for redesigning the cable 
route is to find ‘‘interference field’’ locations that are 
creating disturbances for control cables and LV 
equipment or other sensitive transmission conductors 
[18]-[20]. Considering EMC design, Great benefits of 
optimal routing cables with shielding are:  

(a) The use of existing shield in the system. 

(b) An optimal route with less interference fields to 
reduce the cost of shielded cable. 

(c) Shielding performance is improved by creating 
an optimal path and extra protection. 

(d) Using optimized cable routing, as an incentive 
to reduce the degree shielding effectiveness on 
electromagnetic compatibility considerations. The 
advantages of this method is in using less rigid cables. 
[21]. different optimization methods for conductor’s 
route selection are Analytical Hierarchy Process 
(AHP), fuzzy logic, Artificial Neural Network [22]. 

C. shielding effectiveness (SE) 

 Magnetic materials such as iron, copper, zinc are 
used for passive shielding. Main formula for shielding 
effectiveness are described as [23]-[25]: 

𝑆𝐸𝐸 = 20 𝑙𝑜𝑔10 |
𝐸𝑖
𝐸𝑡
|  𝑑𝐵                                            (1) 

𝑆𝐸𝐵 = 20 𝑙𝑜𝑔10 |
𝐻𝑖
𝐻𝑡
|                                                (2) 

Where, E and H are Electrical Field and Magnetic 
field. After field simulation such as Fig. 1, SE can be 
achieved and for a cavity, graph of SE-f plotted. 
Sample graphs are shown in Fig. 2 for conceptual 
cavities. 

 

 Fig. 1. The magnetic field distribution in Enclosure 
with Three rows and twelve apertures  

 

Fig. 2. SE-f curve  

However, active shielding is also can be considered 
for closed enclosure including core and windings. It is 
obvious that data transmission safety can be 
discussed by route optimization, shielded conductor 
and SSE. In this paper, we focus on SSE in following 
sub-section. 

D. software shielding effectiveness (SSE) 

 The use of error-correcting codes for error-free 
system design can increase the reliability of the entire 
system from the point of view of EMC, Which is called 
“Secondary Shielding” [26]. On the other hand, using 
of data authentication function can be attractive for 
passive defense designers. In this way hash function 
such as message authentication code (MAC), and 
similar type is so crucial. We define software shielding 
effectiveness (SSE) as follow: set of coding algorithm, 
cryptography, and hash function which can be applied 
to software system of data transferring to achieve high 
reliability secure system. In this paper, we deal with 
hash function especially, however coding algorithm is 
expressed briefly.  

1. coding algorithm 

 There are two types of coding algorithm which is 
applied to software system normally for SSE purposes. 
Firstly, convolutional code which is explained in [26] for 
secondary shielding. In this study, a hybrid algorithm 
based on channel coding method for error-free 
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electromagnetic interference (EMI) caused by inside 
and outside fields of current injection transformer (CIT) 
and its control system for short circuit tests provided. 
For this aim, the classic convolution encoder whit code 
rate ½ is employed [26]. Secondly, turbo codes can be 
used for some special application. In a cited research 
[27] 20 years of turbo coding and energy-aware design 
guidelines for energy-constrained wireless applications 
is presented. Therefore, due to its extensive use of 
operational communications standards such as LTE 
[28] and WiMAX [29], turbo codes are acceptable and 
reliable for energy-constrained wireless 
communication applications. 

2. hash function 

 If we use hash function, bandwidth must be 
increased especially, cost of secure channel also will 
be added hash function causes low speed data 
transmission, so choosing of appropriate hash function 
which is created tradeoff between collision-free and 
data transferring speed is so crucial. In this way, 
probability of attacker noise and change to transferred 
data is considered. The main deal of this paper 
discusses about this subject for data authentication as 
secondary shielding. Data origin authentication and 
data integrity protection are extensively necessary in 
several practical application, e.g. banking 
communications (MACs) [30-34] can used these two 
services. MAC is asymmetric key incipient, requiring its 
Person that use to share a secret key K in 
Continuation. For sending a message M, the sender 
computes Tag=MACk(M), after that send (M,Tag) out. 
In the following, On receiving of such a pair, the 
receiver re-computes Tag ́=MACk(M) and believes the 
pair (M,Tag) to be valid, if Tag=Ta(g ) ́[35]. 

III.  SURVEY OF APPROPRIATE MAC BASED HASH 

FUNCTION FOR SSE 

As told before, according to several considerations 
of error-free coding algorithms, possibility of 
malfunctioning occurrence or faulty operation is also 
possible. So, hash function, although causes band 
width increasing and delay creating is so important as 
final SSE task. Advanced MAC-based is the best 
alternative for proposed investigation.  

A: Hash function definition  

 Hash function are defined generally as: 

1- Given a message 𝑚, it is too easy to calculate 

the message digest 𝑑=ℎ̂(𝑚), where 𝑑 is also called a 

hash output, so ℎ̂ is Obtained. 

2- Given a digest 𝑑, it is too hard to compute the 

message 𝑚 due to 𝑑=ℎ̂ (𝑚), so ℎ̂ is one-way; 

3- Given any optional message 𝑚, it is 

computationally impossible to find another message 𝑚́ 

such that ℎ̂ (m) =ℎ̂ (𝑚́), so ℎ̂ is weakly collision-free 

4- It is computationally impractical to find two 

optional messages  𝑚 = 𝑚́ such that ĥ (m) =ĥ (ḿ), so 

ĥ is strongly collision-free. 

“Impractical” word refers to problems that, cannot 
be solved in tolerable sub exponential time or 
polynomial time [36].  

B: CBC MAC definition 

 We know that a block cipher uses an accidental 

key 𝑎 ∈ {0,1} 𝐾 , so a group of functions defined that 

contain a function for all possible key in {0,1} 𝐾 . this 
function is called F. It is important, two distinct keys 
May show the same function. The distribution is a 

uniform random election of a key in {0,1} 𝐾 and using 
the key to specify the function of the block cipher. 

Given a group of functions F from {0,1} 𝑙 to {0,1} 𝑘 
(denoted the underlying group of functions) the CBC 

MAC authentication layout CBC-𝑀𝐴𝐶𝐹 is specified by 

selecting at random a function f ∈ F (unknown to the 
attacker) due to the distribution of the group, and then 
the authentication of a message X of m blocks (i.e., X 
= x1, x2, ., xm), is specified as [37]: 

𝑓(𝑚)(𝑥1, . , 𝑥𝑚) = 𝑓(𝑓(. 𝑓(𝑓(𝑥1)⨁𝑥2) ⊕.⊕ 𝑥𝑚−1) ⊕ 𝑥𝑚   (3) 

It will also be appropriate to specify 𝑓(0)(𝜀) = 0𝑙 (for 

the empty series 𝜀). most of the time, we want not to 

define the length of X, and then we write 𝑓(∗)(𝑋), that 
means the same as above with m being the blocks (In 
terms of number) in the input message X .a kind of 
family of CBC MAC that we call EMAC (encrypted 
CBC MAC) is specified as follows. Let F be a group of 

functions. Pick two functions f1, f2 ∈ F independently 
due to the distribution of the group. For a message X = 
x1, x2, xm as above, we describe: 

𝐸𝑀𝐴𝐶𝑓1,𝑓2(𝑋) = 𝑓2 (𝑓1
(𝑚)(𝑋))                           (4) 

We explain by 𝐸𝑀𝐴𝐶  𝑓 the group of functions 

gained by using EMAC with the group F. We say that if 
only one secret function f is assumed instead of the 
pair f1, f2, and one may use the series f (0) and f (1) to 
identify the two functions f1, f2. (We accept that the 
length of a key is smaller than the length of a block 
and that f (b) (b = 0, 1) is Not long enough to get the 
keys. Then, one may take more values of f(0), f(1), 
f(2), .) It is very easy to display that if F is a unreal 
random group of functions, then this extra step does 
not neutralize the security of the system, and we deny 
this part in what follows. 

According to the review above, we would like to 

comment on the empty string, we describe 𝑓1
(0)
𝜀 to be 

the zero string 0𝑙, and thus 𝐸𝑀𝐴𝐶𝑓1,𝑓2(𝜀) is specified to 

be 𝑓2(0
𝑙). our evidence of security assumes this Ability 

to manage of the empty string [37]. 

C: new MAC algorithms in recent research: 

 Several new MAC hash functions are introduced. 
According to proposed application, three categories 
are selected and pair wise comparison with 
conventional MAC scheme are given in tables 1, 2, 3 
[36], [38] and [39]. 

 TABLE. 1. BANDWIDTH AND COMPUTATION OF PMAC 

&SPACE MAC 

http://www.jmess.org/
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YES 

NO 

Start 

Data communication identification 

E-h field simulation for normal and 

critical situation 

Design of passive and active 

electromagnetic shield via SE calculation 

Calculation of BER via E-H attack on 

data transferring 

Implementation of turbo code and 

providing security via cryptography 

algorithm 

Identification and applying of BW-Td-HF-

HR for data transferring system 

Analytical hierarchy process (AHP) for 

MAC selection between JUMA, P MAC, 

C MAC and CHP MAC 

Providing 

appropriate 

SSE 
 

 

End 

Scheme 
Tag size 
Per block 

Key size 
per block 

MAC 
&Verify 

Space MAC 14 bytes 448 bytes 368.7 𝜇𝑠 
PMAC 14 bytes 32 bytes 26.4 𝜇𝑠 

Where PMAC and Space MAC are two kind of 
homomorphic message authentication code [38]. 
Bandwidth and computation overhead of PMAC and 
Space MAC Specified in Table. 1. 

 TABLE. 2. COMPARISON BETWEEN NON ITERATIVE 

HASHES 

 CHP MAC JUNA MAC 

Running time 
8589934592  
bit operation 

52428800 
bit operation 

Compression rate 50.05% 3.91% 

Resistant to birthday 
attack 

No Yes 

Provably strongly 
collision-free 

Yes Yes 

 

Where JUNA is based on a multivariate 
permutation problem (MPP) and an unusual subset 
product problem (ASPP) [40], [41], and There are two 
algorithms: an initialization and compression algorithm, 
change a message digest of nbits or a short message 
into an output series of mbits, where 80 ≤m ≤232 and 
80 ≤m ≤n ≤4096, and moreover convinced that the 
security of the output versus existent collision attacks 
is to the O (2m) magnitude [40], [36]. Also, The 
Chaum–Heijst–Pfitzmann (CHP) hash function, a non-
iterative one, is admirable. The discrete logarithm 
problem, is the basis of this method that Determined to 
be hardly collision-free. Considering the similar 
security conditions, a comparison between the two 
cases JUNA non-iterative hash and the Chaum–
Heijst–Pfitzmann hash is done. (See Table1) [36]. 

TABLE. 3. CHOOSING THE MAC ALGORITHMS BASED ON 

TARGET SCENARIOS 

Parallelizability 
required 

Ciper 
implementation 

Average data 
length 

 |𝑴| ≤ 𝟐 |𝑴| ≥ 𝟐  
No Flexible CMAC Marvin 

No Inflexible CMAC CMAC 

Yes Flexible PMAC1 Marvin 

Yes Inflexible PMAC1 PMAC1 

 

Where PMAC1, CMAC and Marvin are three 
cipher-based MAC algorithms analyzed in this 
document, a selection including all of the algorithms 
more commonly used in modern applications [39]. 

D: MAC selection for SSE 

 Timing delay, band width, hardware facilities, high 
reliability for secure data transferring are four main 
factors for MAC selection. The below algorithm (Fig. 
3.) is suggested in this paper for optimized MAC 
selection to achieve appropriate SSE. 

Tables 1, 2 and 3 are useful for weight allocation 
for pair-wise comparison matrix of MAC-based SSE 
algorithms. AHP algorithm for SSE MAC-based 
selection is shown in fig. 4.  

So, far pair wise comparison matrixes of criteria 
and alternative, enough comparison of tables 1, 2 and 
3 must be applied for below sample matrixes: 

CM=

 𝑇𝐾𝑆 𝑅𝑇  𝐶𝐹  𝐵𝐴

𝑇𝐾𝑆
𝑅𝑇
𝐶𝐹
𝐵𝐴

(

1 𝐶𝑀12 𝐶𝑀13 𝐶𝑀14
𝐶𝑀21
𝐶𝑀31

1 𝐶𝑀23
𝐶𝑀32 1

𝐶𝑀24
𝐶𝑀34

𝐶𝑀41 𝐶𝑀42 𝐶𝑀43 1

)

 

  (5)  

𝐶𝑀𝑖𝑗 Can be weighted according to specification of 

data communication system between 1-9 

AM=
  𝑃𝑀𝐴𝐶 𝐽𝑈𝑀𝐴  𝐶𝑀𝐴𝐶  𝐶𝐻𝑃 𝑀𝐴𝐶

𝑃𝑀𝐴𝐶
𝐽𝑈𝑀𝐴
𝐶𝑀𝐴𝐶

𝐶𝐻𝑃 𝑀𝐴𝐶
(

 
 

1 𝐴𝑀𝑇𝐾𝑆12 𝐴𝑀𝑇𝐾𝑆13 𝐴𝑀𝑇𝐾𝑆14
𝐴𝑀𝑇𝐾𝑆21
𝐴𝑀𝑇𝐾𝑆31

1 𝐴𝑀𝑇𝐾𝑆23
𝐴𝑀𝑇𝐾𝑆32 1

𝐴𝑀𝑇𝐾𝑆24
𝐴𝑀𝑇𝐾𝑆34

𝐴𝑀𝑇𝐾𝑆41 𝐴𝑀𝑇𝐾𝑆42 𝐴𝑀43 1 )

 
 

 

 

(6) 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 3. Algorithm for selection of best MAC for SSE 
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Fig. 4. AHP algorithm for SSE MAC-based 
selection 

For weighting AMTKS and following matrixes 
AMRT, AMCF, AMBA, using of detailed information of 
tables 1, 2 and 3 should be done. 

IV. CONCLUSION: 

In this section, SSE is introduced via focusing on 
MAC-based hash function as main part of SSE 
approach. Survey of new MAC-based hash function of 
recent research, illustrates PMAC, CMAC, JUMA and 
CHP MAC are four applied MAC hash function for SSE 
in data transferring system. AHP algorithm is 
presented for choosing the best MAC-based hash 
function for SSE. 
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